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INTRODUCTION

Welcome, dear reader! I sincerely hope you've found your way here to this introduction
happy, healthy, and brimming with confidence—or, at the very least, curiosity. I can
see you there, standing in your bookstore flipping through the book or sitting in your
living room clicking through virtual pages at some online retailer. And you’re wonder-
ing whether you'll buy it—whether #4is is the book you need for your study guide. You
probably have perused the outline, checked the chapter titles—heck, you may have even
read that great author bio they forced me to write. And now you've found your way to
this, the Introduction. Sure, this intro is supposed to be designed to explain the ins and
outs of the book—to lay out its beauty and crafty witticisms in such a way that you just
can't resist buying it. But 'm also going to take a moment and explain the realities of the
situation and let you know what you're really getting yourself into.

This isn't a walk in the park. Certified Ethical Hacker (CEH) didnt gain the reputa-
tion and value it has by being easy to attain. It’s a challenging examination that tests more
than just simple memorization. Its worth has elevated it as one of the top certifications
a technician can attain, and it remains part of DoD 8570’s call for certification on DoD
networks. In short, this certification actually means something to employers because they
know the effort it takes to attain it. If you're not willing to put in the effort, maybe you
should pick up another line of study.

If youre new to the career field or you're curious and want to expand your knowledge,
you may be standing there, with the glow of innocent expectation on your face, read-
ing this intro and wondering whether this is the book for you. To help you decide, let’s
take a virtual walk over to our entrance sign and have a look. Come on, you've seen one
before—it’s just like the one in front of the roller coaster reading, “You must be this tall
to enter the ride.” However, this one is just a little different. Instead of your height, I'm
interested in your knowledge, and I have a question or two for you. Do you know the
OSI reference model? What port does SMTP use by default? How about telnet? What
transport protocol (TCP or UDP) do they use and why? Can you possibly run something
else over those ports? What's an RFC?

Why am I asking these questions? Well, my new virtual friend, I'm trying to save you
some agony. Just as you wouldn’t be allowed on a roller coaster that could potentially fling
you off into certain agony and/or death, I'm not going to stand by and let you waltz into
something you're not ready for. If any of the questions I asked seem otherworldly to you,
you need to spend some time studying the mechanics and inner workings of networking
before attempting this certification. As brilliantly written as this little tome is, it is not—
nor is any other book—a magic bullet, and if you're looking for something you can read
one night and become Super-Hacker by daybreak, you're never going to find it.

Don’t get me wrong—go ahead and buy this book. You'll want it later, and I could use
the sales numbers. All I'm saying is you need to learn the basics before stepping up to this
plate. I didn’t bother to drill down into the basics in this book because it would have been
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20,000 pages long and scared you off right there at the rack without you even picking it
up. Instead, I want you to go learn the “101” stuff first so you can be successful with this
book. It won't take long, and it’s not rocket science. I was educated in the public school
systems of Alabama and didn’t know what cable TV or VCR meant until I was nearly a
teenager, and I figured it out—how tough can it be for you? There is plenty in here for
the beginner, though, trust me. I wrote it in the same manner I learned it: simple, easy,
and ideally fun. This stuff isn't necessarily hard; you just need the basics out of the way
first. I think you'll find, then, this book perfect for your goals.

For those of you who have already put your time in and know the basics, I think you'll
find this book pleasantly surprising. You're obviously aware by now that technology isn't
magic, nor is it necessarily difficult or hard to comprehend—it’s just learning how some-
thing works so you can use it to your advantage. I tried to attack ethical hacking in this
manner, making things as light as possible and laughing a little along the way. But please
be forewarned: you cannot, should not, and will not pass this exam simply by reading
this book. Any book that promises that is lying to you. Without hands-on efforts, a lot of
practice, and a whole lot of additional study, you simply will not succeed. Combine this
book with some hands-on practice, and I don’t think you'll have any trouble at all with
the exam. Read it as a one-stop-shop to certification, though, and you'll be leaving the
exam room wondering what happened to you.

There is, of course, one primary goal and focus of this book—to help you achieve
the title of Certified Ethical Hacker by passing the version 9 exam. I believe this book
provides you with everything you'll need to pass the test. However, I'd like to think it
has more to it than that. I hope I also succeeded in another goal that’s just as important:
helping you to actually become an employed ethical hacker. No, there is no way someone
can simply pick up a book and magically become a seasoned IT security professional just
by reading it, but I sincerely hope I've provided enough real-world insight that you can
safely rely on keeping this book around on your journey out there in the real world.

How to Use This Book

Speaking of this book, it covers everything you'll need to know for EC-Council’s Certi-
fied Ethical Hacker examination. Each chapter covers specific objectives and details for
the exam, as defined by EC-Council. I've done my best to arrange them in a manner that
makes sense to me, and I hope you see it the same way.

Each chapter has several components designed to effectively communicate the infor-
mation you’ll need for the exam:

o The certification objectives covered in each chapter are listed first, right off the
bat. These identify the major topics within the chapter and help you to map out
your study.

o Sidebars are included in each chapter and are designed to point out information,
tips, and stories that will be helpful in your day-to-day responsibilities. Not to
mention, they’re just downright fun sometimes. Please note, though, that although
these entries provide real-world accounts of interesting pieces of information,
they are sometimes used to reinforce testable material. Don't just discount them
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as simply “neat”—some of the circumstances and tools described in these sidebars
may prove the difference in correctly answering a question or two on the exam.

o Exam Tips are exactly what they sound like. These are included to point out
an area you need to concentrate on for the exam. No, they are not explicit test
answers. Yes, they will help you focus your study.

o Specially called-out Notes are part of each chapter, too. These are interesting
tidbits of information that are relevant to the discussion and point out extra
information. Just as with the sidebars, don’t discount them.

The Examination

Before I get to anything else, let me be crystal clear: this book will help you pass your test.
I've taken great pains to ensure everything EC-Council has asked you to know before
taking the exam is covered in the book, and I think it’s covered pretty darn well. Again,
I have one cautionary note I'd like to place here, and that is do not use this book as your
sole source of study. This advice goes for any book for any certification. You simply cannot
expect to pick up a single book and pass a certification exam. You need practice. You need
hands-on experience, and you need to practice some more. And anyone—any publisher,
author, or friendly book sales clerk partway through a long shift at the local store—who
says otherwise is lying through their teeth.

Yes, I'm fully confident this book is a great place to start and a good way to guide your
study. Just don’t go into this exam with weird overconfidence because “I read the book
so I'm good.” The exam changes often, as it should, and new material pops up out of
thin air as the days go by. Avail yourself of everything you can get your hands on, and for
goodness’ sake build a home lab and start performing some (a lot of) hands-on practice
with the tools. There is simply no substitute for experience, and I promise you, come test
time, you'll be glad you put your time in.

Speaking of the test (officially titled CEH 312-50, version 9 as of this writing), it was
designed to provide skills-and-job-roles-based learning, standard-based training mod-
ules, and better industry acceptance using state-of-the-art labs (in the official course-
ware and online). The exam consists of 125 multiple-choice questions and lasts 4 hours.

A passing score is 70 percent (in other words, you must get at least 88 questions correct).
Delivery is provided by VUE and ECC.
These tidbits should help you:

o Be sure to pay close attention to the Exam Tips in the chapters. They are there
for a reason. And retake the exams—both the end-of-chapter exams and the
electronic exams—until you're sick of them. They will help, trust me.

e You are allowed to mark, and skip, questions for later review. Go through the
entire exam, answering the ones you know beyond a shadow of a doubt. On the
ones you're not sure about, choose an answer anyway and mark the question for
further review (you don’t want to fail the exam because you ran out of time and
had a bunch of questions that didn’t even have an answer chosen). At the end of
each section, go back and look at the ones you've marked. Change your answer
only if you are absolutely, 100 percent sure about it.

XIX
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e You will, with absolute certainty, see a couple of question types that will blow
your mind. One or two will come totally out of left field. I've taken the CEH
exam six times—from version 5 to the current version 9 (which this book is
written for)—and every single time I've seen questions that seemed so far out
of the loop I wasn’t sure I was taking the right exam. When you see them, don’t
panic. Use deductive reasoning and make your best guess. Almost every single
question on this exam can be whittled down to at least 50/50 odds on a guess.
The other type of question you'll see that makes you question reality will be one
using horribly bad grammar in regard to the English language. Just remember
this is an international organization and sometimes things don't translate easily.

¢ On code questions on the exam (where code snippets are shown for you to
answer questions on), pay attention to port numbers. Even if you're unsure
about what generated the log or code, you can usually spot the port numbers
pretty quickly. This will definitely help you on a question or two. Additionally,
don’t neglect the plain text on the right side of the code snippet. It can often
show you what the answer is.

Domains

In addition to test tips and how to get certified, one of the questions I get asked most
often is, “Hey Matt, what’s on the test?” After noting the myriad reasons why I cannot
and should not provide exact test questions and answers (ethics and nondisclosure agree-
ments and such), I usually respond with, “Everything in this book. And a little more.”
Now, thanks to Amy Stonebraker, McGraw-Hill Education’s acquisitions editor saddled
with the unending joy of working with me on this project, and her ceaseless but carefully
calculated and brilliantly executed plan to beat me into submission to her every whim
and idea on the book, I can just point everyone to this little section as an answer.

Now I know some of you are reading this and saying, “Wait a minute.... This is sup-
posed to be an All-in-One study guide. What do you mean with the “And a little more”
addition there? I thought you covered everything in this book? And why did Amy have
to beat you so much to get it in here?” Let me explain.

First, 'm a quick learner, and the reviews and responses from the first two versions of
this book lead me to an irrefutable truth: No static book ever written can cover everything
EC-Council decides to throw into their exam queue. A couple months after publication,
EC-Council might decide to insert questions regarding some inane attack from the past,
or for something that just happened (that is, Heartbleed-style vulnerability announce-
ments). I’s just the nature of certification exams: some of it is just going to be new, no
matter what training source you use. And, yes, that includes their own official course
material as well.

Second, and to the more interesting question of insight into editor—author relation-
ships at McGraw-Hill Education, Amy had to beat on me quite a bit because we dis-
agreed on including objective maps in this book. Amy rightly noted that an objective
map helps candidates focus their study as well as helps instructors create lesson plans
and classroom schedules. My argument centered on three things. First is the unavoidable
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fact that EC-Council’s objectives can be unclearly worded, and oftentimes you can’t find
what you're supposed to know about them or to what level that knowledge would be
tested in their official courseware. Second, the objectives themselves can only be found in
EC-Council’s official courseware now (you can find a test breakdown and such on their
website, but not the objectives anymore) and copy/pasting from that is a no-no. Third,
EC-Council is going away from versions altogether and is adopting the continuing pro-
fessional education model that most other certification providers use. Which means,
dear reader, EC-Council may just up and change their objectives any time they feel like
it—without releasing another “version.”

So, a conundrum—which Amy solved for us because she’s just awesome that way.
We present to you, dear reader, with a domain map for this book. EC-Council defines
18 domains for their current (and future) CEH certification. We've mapped these
domains to the chapters for your use:

CEH Exam 312-50
CEHv9 Core Modules All-in-One Coverage
Introduction to Ethical Hacking Chapter 1: Getting Started: Essential Knowledge

Chapter 2: Reconnaissance: Information Gathering

Footprinting and Reconnaissance for the Ethical Hacker

Scanning Networks Chapter 3: Scanning and Enumeration
Enumeration Chapter 3: Scanning and Enumeration
System Hacking Chapter 5: Attacking a System
Malware Threats Chapter 9: Trojans and Other Attacks

Evading IDS, Firewalls

and Honeypots Chapter 4: Sniffing and Evasion

Sniffing Chapter 4: Sniffing and Evasion

Chapter 11: Low Tech: Social Engineering

Social Engineering and Physical Security

Denial of Service Chapter 9: Trojans and Other Attacks

Session Hijacking Chapter 9: Trojans and Other Attacks

Hacking Webservers Chapter 6: Web-Based Hacking: Servers and Applications
Hacking Web Applications Chapter 6: Web-Based Hacking: Servers and Applications
SQL Injection Chapter 6: Web-Based Hacking: Servers and Applications
Hacking Wireless Networks Chapter 7: Wireless Network Hacking

Hacking Mobile Platforms Chapter 7: Wireless Network Hacking

Cloud Computing Chapter 8: Security in Cloud Computing

Cryptography Chapter 10: Cryptography 101

So there you have it, ladies and gentlemen. Hopefully this helps in preparing your
study/classroom and calms any fears that we may have left something out.

XXI
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The Certification

So, you've studied, you've prepped, and you think you're ready to become CEH certified.
Usually most folks looking for this certification believe their next step is simply to go
take a test, and for years (as is the case for most other certifications) that was the truth.
However, times change, and certification providers are always looking for a way to add
more worth to their title. EC-Council is no different, and it has changed things just a bit
for candidates.

When you apply for the certification, there are a couple of things ECC asks for to
protect the integrity of the program. First is a signed agreement whereby you promise
not to use the knowledge provided for naughty purposes: prior to attending this course,
you will be asked to sign an agreement stating that you will not use the newly acquired
skills for illegal or malicious attacks and you will not use such tools in an attempt to
compromise any computer system, and to indemnify EC-Council with respect to the use
or misuse of these tools, regardless of intent. Second is some form of verification you're
qualified to be in this fraternity—that is, that you've been working the job long enough
to know what’s going on, or that you've completed appropriate training (in the eyes of
EC-Council anyway) to make up for that.

There are two ways for a candidate to attain CEH certification: with training or us-
ing only self-study. The training option is pretty straightforward: you must attend an
approved CEH training class before attempting the exam. And they really, really, really
want you to attend their training class. Per the site (http://iclass.eccouncil.org/?p=719),
training options include the following:

o Live, Online Instructor-Led These are offered by many training affiliates
EC-Council has certified to provide the training. They offer the official courseware
in one of two methods: a standard classroom setting or via an “online-live” training
class you can view from anywhere. Both offerings have an ECC-certified instructor
leading the way and as of this writing costs $2,895 per seat.

e Client-Site EC-Council can also arrange for a class at your location, provided
you're willing to pay for it, of course. Costs for that depend on your organization.

As for doing it on your own, a couple methods are available:

o i-Learn In this option, you pay for the official courseware and prerecorded
offerings, along with the labs used for the class. This allows you to work through
the stuff on your own, without an instructor. Cost as of this writing is $1,899.

e Self-Study If you want to study on your own and don’t care about the class at
all (that is, you've been doing this for a while and don't see the value of going to a
class to have someone teach you what you already know), you can simply buy the
courseware for $870 and study on your own.

Once you attend training, you can register for and attempt the exam with no addi-
tional cost or steps required. As a matter of fact, the cost for the exam is usually part of
the course pricing. If you attempt self-study, however, there are some additional require-
ments, detailed here, straight from EC-Council.
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In order to be considered for the EC-Council certification exam without attending
official training, candidate must:

o Have at least two years of information security—related experience.
o Remit a nonrefundable eligibility application fee of USD100.

o Submit a completed Exam Eligibility Application Form. (Applicant will need
to go to https://cert.eccouncil.org/exam-eligibility-form.html to fill in an
online request for the Eligibility Application Form. USA/Canada applicants
can contact applicationservices@eccouncil.org, and international applicants
can contact cehapp@eccouncil.org. EC-Council will contact applicant’s boss/
supervisor/department head, who has agreed to act as the applicant’s verifier in
the application form, for authentication purposes. If the application is approved,
the applicant will be required to purchase a voucher from EC-Council directly.
EC-Council will then send the candidate the eligibility code and the voucher
code, which the candidate can use to register and schedule the test at any
authorized VUE Testing Center globally. Please note that VUE Registration will
not entertain any requests without the eligibility code. If the application is not
approved, the application fee of USD100 will not be refunded.)

e Purchase an official exam voucher directly from EC-Council through
http://store.eccouncil.org/.

And there you have it, dear reader. Sure, there are a couple of additional hoops to
jump through for CEH using self-study, but it’s the best option, cost-wise. From the
perspective of someone who has hired many employees in the security world, I honestly
believe it may be the better option all around: anyone can attend a class, but those who
self-study need to have a sponsor to verify they have the appropriate experience. It’s well
worth the extra step, in my humble opinion.

Finally, thank you for picking up this book. I sincerely hope your exam goes well, and
I wish you the absolute best in your upcoming career. Here’s hoping I see you out there,
somewhere and sometime!

Xxiii
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Getting Started:
Essential Knowledge

In this chapter you will
« |dentify components of TCP/IP computer networking
» Understand basic elements of information security
o Understand incident management steps
o ldentify fundamentals of security policies
« ldentify essential terminology associated with ethical hacking
« Define ethical hacker and classifications of hackers
» Describe the five stages of ethical hacking
» Define the types of system attacks
« ldentify laws, acts, and standards affecting IT security

A few weeks ago my ISP point-of-presence router, comfortably nestled in the comm-closet-
like area I'd lovingly built just for such items of I'T interest, decided it had had enough of
serving the humans and went rogue on me. It was subtle at first—a stream dropped here,
a choppy communication session there—but it quickly became clear Skynet wasn’t going
to play nicely, and a scorched earth policy wasn’t off the table.

After battling with everything for a while and narrowing down the culprit, I called
the handy help desk line to get a new one ordered and delivered for me to install myself,
or to get a friendly in-home visit to take the old one and replace it. After answering
the phone and taking a couple basic, and perfectly reasonable, pieces of information,
the friendly help desk employee started asking me what I considered to be ridiculous
questions: “Is your power on? Is your computer connected via a cable or wireless? Is your
wireless card activated, because sometimes those things get turned off in airplane mode?” And
so on. I played along nicely for a little while. I mean, look, I get it: they have to ask those
questions. But after 10 or 15 minutes of dealing with it I lost patience and just told
the guy what was wrong. He paused, thanked me, and continued reading the scroll of
questions no doubt rolling across his screen from the “Customer Says No Internet” file.

I survived the gauntlet and finally got a new router ordered, which was delivered the
very next day at 8:30 in the morning. Everything finally worked out, but the whole
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experience came to mind as I sat down to start the latest version of this book. I got to
looking at the previous chapter and thought to myself, “What were you thinking? Why
were you telling them about networking and the OSI model? You7e the help desk guy
here....”

Why? Because I have to. I've promised to cover everything here, and although you
shouldn’t jump into study material for the exam without already knowing the basics, we're
all human and some of us will. But don’t worry, dear reader: this edition has hopefully cut
down some of the basic networking goodies from the last version. I did have to include a
fantastic explanation of the OSI reference model, what PDUs are at what level, and why
you should care, even though I'm pretty sure you know this already. I'm going to do my
best to keep it better focused for you and your study. This chapter still includes some
inanely boring and mundane information that is probably as exciting as that laundry you
have piled up waiting to go into the machine, but it has to be said, and you're the one to
hear it. We'll cover the many terms you’ll need to know, including what an ethical hacker
is supposed to be, and maybe even cover a couple things you don’t know.

Security 101

If you're going to start a journey toward an ethical hacking certification, it should follow
that the fundamental definitions and terminology involved with security should be right
at the starting line. We're not going to cover everything involved in IT security here—it’s
simply too large a topic, we don’t have space, and you won’t be tested on every element
anyway—but there is a foundation of 101-level knowledge you should have before wad-
ing out of the shallow end. This chapter covers the terms you'll need to know to sound
intelligent when discussing security matters with other folks. And, perhaps just as im-
portantly, we'll cover some basics of TCP/IP networking because, after all, if you don’t
understand the language, how are you going to work your way into the conversation?

Essentials

Before we can get into what a hacker is and how you become one in our romp through
the introductory topics here, there are a couple things I need to get out of the way. First,
even though I covered most of this in that Shakespearean introduction for the book,
I want to talk a little bit about this exam and what you need to know, and do, to pass it.
Why repeat myself? Because after reading reviews, comments, and e-mails from our first
few outings, it has come to my attention almost none of you actually read the introduc-
tion. I don’t blame you; I skip it too on most certification study books, just going right
for the meat. But there’s good stuff there you really need to know before reading further,
so I'll do a quick rundown for you up front.

Second, we need to cover some security and network basics that will help you on
your exam. Some of this section is simply basic memorization, some of it makes perfect
common sense, and some of it is, or should be, just plain easy. You're really supposed to
know this already, and you'll see this stuff again and again throughout this book, but it’s
truly bedrock stuff and I would be remiss if I didn’t at least provide a jumping-off point.
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The Exam

Are you sitting down? Is your heart healthy? I don’t want to distress you with this shock-
ing revelation I'm about to throw out, so if you need a moment go pour a bourbon
(another refrain you'll see referenced throughout this book) and get calm before you read
further. Are you ready? The CEH version 9 exam is difficult, and despite hours (days,
weeks) of study and multiple study sources, you may still come across a version of the
exam that leaves you feeling like you've been hit by a truck.

I know. A guy writing and selling a study book just told you it won’t be enough. Trust
me when [ say it, though, I'm not kidding. Of course this will be a good study reference.
Of course you can learn something from it if you really want to. Of course 1 did everything
I could to make it as up to date and comprehensive as possible. But if you're under
the insane assumption this is a magic ticket, that somehow written word from 2016 is
going to magically hit the word-for-word reference on a specific test question in whatever
timeframe/year you're reading this, I sincerely encourage you to find some professional
help before the furniture starts talking to you and the cat starts making sense. Those of
you looking for exact test questions and rote memorization to pass the exam will not find
it in this publication, nor any other. For the rest of you, those who want a little focused
attention to prepare the right way for the exam and those looking to learn what it really
means to be an ethical hacker, let’s get going with your test basics.

NOTE I've been asked, a lot, what the difference is between version 7 and
version 9, and the answer is, really, not much. ECC removed the chapter on
buffer overflow (but left it as a passing reference in web attacks), expanded
all things mobile, and added a brand-new section on cloud computing.
They also got rid of versioning altogether moving forward, going more to a
continuing education model. Otherwise, networking is still networking, and
the same stuff you studied for previous versions will apply here.

First, if you've never taken a certification-level exam, I wouldn’t recommend this one as
your virgin experience. It’s tough enough without all the distractions and nerves involved
in your first walkthrough. When you do arrive for your exam, you usually check in with
a friendly test proctor or receptionist, sign a few things, and get funneled off to your
testing room. Every time I've gone it has been a smallish office or a closed-in cubicle,
with a single monitor staring at you ominously. You'll click START and begin whizzing
through questions one by one, clicking the circle to select the best answer(s) or clicking
and dragging definitions to the correct section. At the end there’s a SUBMIT button,
which you will click and then enter a break in the time-space continuum—because the
next 10 seconds will seem like the longest of your life. In fact, it'll seem like an eternity,
where things have slowed down so much you can actually watch the refresh rate on the
monitor and notice the cycles of AC current flowing through the office lamps. When
the results page finally appears, it’s a moment of overwhelming relief or one of surreal
numbness.

If you pass, none of the study material matters and, frankly, you'll almost immediately
start dumping the stored memory from your neurons. If you don't pass, everything
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matters. You'll race to the car and start marking down everything you can remember so
you can study better next time. You'll fly to social media and the Internet to discuss what
went wrong and to lambast anything you didnt find useful in preparation. And you’ll
almost certainly look for something, someone to blame. Trust me, don't do this.

Everything you do in preparation for this exam should be done to make you a berter
ethical hacker, not to pass a test. If you prepare as if this is your job, if you take everything
you can use for study material and try to learn instead of memorize, you'll be better off,
pass or fail. And, consequentially, I guarantee if you prepare this way your odds of passing
any version of the test that comes out go up astronomically.

The test itself? Well, there are some tips and tricks that can help. I highly recommend
you go back to the introduction and read the sections “The Examination” and “The
Certification.” They’ll help you. A lot. Here are some other tips that may help:

e Do not let real life trump EC-Council’s view of it. There will be several instances
somewhere along your study and eventual exam life where you will say, aloud,
“That’s not what happens in the real world! Anyone claiming that would be
stuffed in a locker and sprayed head to toe with shaving cream!” Trust me when
I say this: real life and a certification exam are not necessarily always directly
proportional. On some of these questions, you'll need to study and learn what
you need for the exam, knowing full well it’s different in the real world. If you
don’t know what I mean by this, ask someone who has been doing this for a
while if they think social engineering is passive.

¢ Go to the bathroom before you enter your test room. Even if you don’t have to.
Because, trust me, you do.

o Use time to your advantage. The exam now is split into sections, with a
timeframe set up for each one. You can work and review inside the section all
you want, but once you pass through it you can't go back. And if you fly through
a section, you don’t get more time on the next one. Take your time and review
appropriately.

e From ECC’s website, the breakdown of the test is as follows: 5 questions on
background (networking, protocols, and so on), 16 on analysis/assessment
(risk assessment, tech assessment, and analysis of data), 31 on security (everything
from wireless and social engineering to system security controls), 40 on tools/
systems/programs (tools, subnetting, DNS, NMAP [spelled out explicitly...
ahem], port scanning, and so on), 25 on procedures (cryptography, SOA, and
so on), 5 on regulation (security policies, compliance) and 3 on ethics (basically
what makes an ethical hacker). If they'd actually arranged everything within those
parameters, it would’ve helped a lot.

o Make use of the paper and pencil/pen the friendly test proctor provides you.
As soon as you sit down, before you click START on the ominous test monitor
display, start writing down everything from your head onto the paper provided.
I would recommend reviewing just before you walk into the test center those
sections of information you're having the most trouble remembering. When you
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get to your test room, write them down immediately. That way, when you're
losing your mind a third of the way through the exam and start panicking that
you can't remember what an XMAS scan returns on a closed port, you'll have
a reference. And trust me, having it there makes it easier for you to recall the
information, even if you never look at it.

e Trust your instincts. When you do question review, unless you absolutely,
positively, beyond any shadow of a doubt know you initially marked the wrong
answer, do not change it.

o Take the questions at face value. I know many people who don’t do well on exams
because they’re trying to figure out what the test writer meant when putting the
question together. Don't read into a question; just answer it and move on.

o Schedule your exam sooner than you think you'll be ready for it. I say this
because I know people who say, “I'm going to study for six months and then
I'll be ready to take the exam.” Six months pass and they’re still sitting there,
studying and preparing. If you do not put it on the calendar to make yourself
prepare, you'll never take it, because you'll never be ready.

Again, it's my intention that everyone reading this book and using it as a valuable re-
source in preparation for the exam will attain the certification, but I can’t guarantee you
will. Because, frankly, I don’t know you. I don’t know your work ethic, your attention to
detail, or your ability to effectively calm down to take a test and discern reality from a
certification definition question. All I can do is provide you with the information, wish
you the best of luck, and turn you loose. Now, on with the show.

The OSI Reference Model

Most of us would rather take a ballpeen hammer to our toenails than to hear about the
OSI reference model again. It’s taught up front in every networking class we all had to
take in college, so we've all heard it a thousand times over. That said, those of us who
have been around for a while and have taken a certification test or two also understand it
usually results in a few easy test answers—provided you understand what they’re asking
for. 'm not going to bore you with the same stuff you've heard or read a million times
before since, as stated earlier, youre supposed to know this already. What I am going to do,
though, is provide a quick rundown for you to peruse, should you need to refresh your
memory.

I thought long and hard about the best way to go over this topic again for our review,
and decided I'd ditch the same old boring method of talking this through. Instead,
let’s look at the 10,000-foot overhead view of a communications session between two
computers depicted in the OSI reference model through the lens of building a network—
specifically by trying to figure out how you would build a network from the ground up.
Step in the Wayback Machine with Sherman, Mr. Peabody, and me, and let’s go back
before networking was invented. How would you do it?

First, looking at those two computers sitting there wanting to talk to one another,
you might consider the basics of what is right in front of your eyes: what will you use
to connect your computers together so they can transmit signals? In other words, what
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media would you use? There are several options: copper cabling, glass tubes, even radio
waves, among others. And depending on which one of those you pick, you're going to
have to figure out how to use them to transmit useable information. How will you get
an electrical signal on the wire to mean something to the computer on the other end?
What part of a radio wave can you use to spell out a word or a color? On top of all that,
you'll need to figure out connectors, interfaces, and how to account for interference. And
thats just Layer 1 (the Physical layer), where everything is simply bits—that is, 1’s and 0’s.

Layer 2 then helps answer the questions involved in growing your network. In figuring
out how you would build this whole thing, if you decide to allow more than two nodes to
join, how do you handle addressing? With only two systems, it’s no worry—everything
sent is received by the guy on the other end—but if you add three or more to the mix,
you're going to have to figure out how to send the message with a unique address. And
if your media is shared, how would you guarantee everyone gets a chance to talk, and no
one’s message jumbles up anyone else’s? The Data Link layer (Layer 2) handles this using
frames, which encapsulate all the data handed down from the higher layers. Frames hold
addresses that identify a machine #nside a particular network.

And what happens if you want to send a message ouz of your network? It’s one thing
to set up addressing so that each computer knows where all the other computers in the
neighborhood reside, but sooner or later you're going to want to send a message to another
neighborhood—maybe even another city. And you certainly can’t expect each computer
to know the address of every computer in the whole world. This is where Layer 3 steps
in, with the packet used to hold network addresses and routing information. It works a
lot like ZIP codes on an envelope. While the street address (the physical address from
Layer 2) is used to define the recipient inside the physical network, the network address
from Layer 3 tells routers along the way which neighborhood (network) the message is
intended for.

Other considerations then come into play, like reliable delivery and flow control. You
certainly wouldn’t want a message just blasting out without having any idea if it made
it to the recipient; then again, you may want to, depending on what the message is
about. And you definitely wouldn’t want to overwhelm the media’s ability to handle
the messages you send, so maybe you might not want to put the giant boulder of the
message onto our media all at once, when chopping it up into smaller, more manageable
pieces makes more sense. The next layer, Transport, handles this and more for you. In
Layer 4, the segment handles reliable end-to-end delivery of the message, along with error
correction (through retransmission of missing segments) and flow control.

At this point you've set the stage for success. There is media to carry a signal (and
youve figured how to encode that signal onto that media), addressing inside and
outside your network is handled, and you've taken care of things like flow control
and reliability. Now it’s time to look upward toward the machines themselves and
make sure they know how to do what they need to do. The next three layers (from the
bottom up—Session, Presentation, and Application) handle the data itself. The Session
layer is more of a theoretical entity, with no real manipulation of the data itself—its
job is to open, maintain, and close a session. The Presentation layer is designed to put
a message into a format all systems can understand. For example, an e-mail crafted in
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Microsoft Outlook may not necessarily be received by a machine running Outlook, so
it must be translated into something any receiver can comprehend—Iike pure ASCII
code for delivery across a network. The Application layer holds all the protocols that
allow a user to access information on and across a network. For example, FTP allows
users to transport files across networks, SMTP provides for e-mail traffic, and HTTP
allows you to surf the Internet at work while you're supposed to be doing something
else. These three layers make up the “data layers” of the stack, and they map directly to
the Application layer of the TCP/IP stack. In these three layers, the protocol data unit
(PDU) is referred to as data.

The layers, and examples of the protocols youd find in them, are shown in Figure 1-1.

EXAMTIP  Your OSI knowledge on the test won't be something as simple as
a question of what protocol data unit goes with which layer. Rather, you'll
be asked questions that knowledge of the model will help with; knowing
what happens at a given layer will assist you in remembering what tool or
protocol the question is asking about. Anagrams can help your memory: “All
People Seem To Need Daily Planning” will keep the layers straight, and “Do
Sergeants Pay For Beer” will match up the PDUs with the layers.

0OSlI Layer Example Protocols PDU

Application FTP, HTTP, SMTP, Etc.

Presentation AFP, NCP, MIME, Etc. Data

X.225, SCP, ZIP, Etc.

TCP, UDP Segment
IP Packet
ARP, CDP, PPP, Etc. Frame

USB Standards, Bluetooth,
Etc.

il

Figure 1-1  OSl reference model
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TCP/IP Overview

Keeping in mind youre supposed to know this already, we're not going to spend an inordi-
nate amount of time on this subject. That said, it’s vitally important to your success that
the basics of TCP/IP networking are as ingrained in your neurons as other important
aspects of your life, like maybe Mom’s birthday, the size and bag limit on redfish, the
proper ratio of bourbon to anything you mix it with, and the proper way to place toilet
paper on the roller (pull paper down, never up). This will be a quick preview, and we'll
revisit (and repeat) this in later chapters.

TCP/IP is a set of communications protocols that allows hosts on a network to talk
to one another. This suite of protocols is arranged in a layered stack, much like the
OSI reference model, with each layer performing a specific task. Figure 1-2 shows the
TCP/IP stack.

In keeping with the way this chapter started, let’s avoid a lot of the same stuff you've
probably heard a thousand times already and simply follow a message from one machine
to another through a TCP/IP network. This way, I hope to hit all the basics you need
without boring you to tears and causing you to skip the rest of this chapter altogether.
Keep in mind there is a whole lot of simultaneous goings-on in any session, so I may take
a couple liberties to speed things along.

Suppose, for example, user Joe wants to get ready for the season opener and decides to
do a little online shopping for his favorite University of Alabama football gear. Joe begins
by opening his browser and typing in a request for his favorite website. His computer
now has a data request from the browser that it looks at and determines cannot be
answered internally. Why? Because the browser wants a page that is not stored locally.

OSI Model TCP/IP Model Protocols

- N

HTTP, FTP, SNMP, SMTP,
Presentation Application DNS, POP, IMAP, NNTP,
Telnet, SSH, DHCP, Etc.

A /

4 N

Transport TCP, UDP

Application

Internet IP, ICMP

A J

4 N

ARP, L2TP, STP, HDLC,
FDDI, Etc.

A /

Network Access

e
A

Figure 1-2 TCP/IP stack
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So, now searching for a network entity to answer the request, it chooses the protocol it
knows the answer for this request will come back on (in this case, port 80 for HT'TP)
and starts putting together what will become a session—a bunch of segments sent back
and forth to accomplish a goal.

Since this is an Ethernet TCP/IP network, Joe’s computer talks to other systems using
a format of bits arranged in specific order. These collections of bits in a specific order are
called frames (Figure 1-3 shows a basic Ethernet frame), are built from the inside out, and
rely on information handed down from upper layers. In this example, the Application
layer will “hand down” an HT'TP request (data) to the Transport layer. At this layer,
Joe’s computer looks at the HTTP request and (because it knows HTTP usually works
this way) knows this needs to be a connection-oriented session, with stellar reliability to
ensure Joe gets everything he asks for without losing anything. It calls on the Transmission
Control Protocol (TCP) for that. TCP will go out in a series of messages to set up a
communications session with the end station, including a three-step handshake to get
things going. This handshake includes a Synchronize segment (SYN), a Synchronize
Acknowledgment segment (SYN/ACK), and an Acknowledgment segment (ACK). The
first of these—the SYN segment asking the other computer whether it’s awake and wants
to talk—gets handed down for addressing to the Internet layer.

This layer needs to figure out what network the request will be answered from (after
all, there’s no guarantee it'll be local—it could be anywhere in the world). It does its job
by using another protocol (DNS) to ask what IP address belongs to the URL Joe typed.
When that answer comes back, it builds a packer for delivery (which consists of the
original data request, the TCP header [SYN], and the IP packet information affixed just
before it) and “hands down” the packet to the Network Access layer for delivery.

Start Frame Delimiter Frame Check Sequence

A

<
&
<

S H H H H H
i — 1+ Destination | Source | Length/: :
ezl 0 E ' Address ' Address | Type ! R 0 g
8 : 6 : 6 : 2 : 46-1500 : 4
Bytes ! Bytes ' Bytes | Bytes Bytes ' Bytes
Source and Includes IP Packet (with Source and
Destination MAC Destination IP Addresses), Which in
Addresses Turn Contains TCP Segment (with Port

Numbers and Communications Flags
Such as SYN, ACK, Etc.)

Figure 1-3  An Ethernet frame
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EXAMTIP | know it's not covered right here (we're going to get to it in
scanning), but you really need to know subnetting. You'll see anywhere
from two to five questions per exam on it. There are dozens and dozens of
good resources on the Internet to help you on this—just search for “learn
subnetting” or something like that and practice.

Here, Joe’s computer needs to find a Joca/address to deliver the packet to (because every
computer is only concerned with, and capable of, sending a message to a machine inside
its own subnet). It knows its own physical address but has no idea what physical address
belongs to the system that will be answering. The IP address of this device is known—
thanks to DNS—but the local, physical address is not. To gain that, Joe’s computer
employs yet another protocol, ARP, to figure that out, and when that answer comes
back (in this case, the gateway, or local router port), the frame can then be built and sent
out to the network (for you network purists out there screaming that ARP isn’t needed
for networks that the host already knows should be sent to the default gateway, calm
down—it’s just an introductory paragraph). This process of asking for a local address to
forward the frame to is repeated at every link in the network chain: every time the frame
is received by a router along the way, the router strips off the frame header and trailer and
rebuilds it based on new ARP answers for that network chain. Finally, when the frame is
received by the destination, the server will keep stripping off and handing up bit, frame,
packet, segment, and data PDUs, which should result—if everything has worked right—
in the return of a SYN/ACK message to get things going.

NOTE This introductory section covers only TCP. UDP—the connectionless,
fire-and-forget transport protocol—has its own segment structure

(called a datagram) and purpose. There are not as many steps with best-
effort delivery, but you'll find UDP just as important and valuable to your
knowledge base as TCP.

To see this in action, take a quick look at the frames at each link in the chain from
Joe’s computer to a server in Figure 1-4. Note that the frame is ripped off and replaced
by a new one to deliver the message within the new network; the source and destination

MAC addresses will change, but IPs never do.

EXAMTIP Learn the three-way handshake, expressed as SYN, SYN/ACK,
ACK. Know it. Live it. Love it. You will get asked about this, in many ways and
formats, several times on your exam.

Although tons and tons of stuff has been left out—such as port and sequence numbers,
which will be of great importance to you later—this touches on all the basics for TCP/
IP networking. We'll be covering it over and over again, and in more detail, throughout
this book, so don’t panic if it’s not all registering with you yet. Patience, Grasshopper—this
is just an introduction, remember?
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Figure 1-4 Ethernet frames in transit

One final thing I should add here before moving on, however, is the concept of
network security zones. The idea behind this is that you can divide your networks in such
a way that you have the opportunity to manage systems with specific security actions to
help control inbound and outbound traffic. You've probably heard of these before, but I'd
be remiss if I didn’t add them here. The five zones ECC defined are as follows:

o Internet Outside the boundary and uncontrolled. You don't apply security
policies to the Internet. Governments try to all the time, but your organization
b
can’t.

e Internet DMZ The acronym DMZ (for Demilitarized Zone) comes from the
military and refers to a section of land between two adversarial parties where
there are no weapons or fighting. The idea is you can see an adversary coming
across the DMZ and have time to work up a defense. In networking, the idea
is the same: it’s a controlled buffer network between you and the uncontrolled
chaos of the Internet.
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NOTE DMZs aren't just between the Internet and a network; they can be
anywhere an organization decides they want or need a buffer—inside

or outside various internets and intranets. DMZ networks provide great
opportunity for good security measures, but can also sometimes become
an Achilles"heel when too much trust is put into their creation and
maintenance.

¢ Production Network Zone A very restricted zone that strictly controls direct
access from uncontrolled zones. The PNZ doesn’t hold users.

o Intranet Zone A controlled zone that has little-to-no heavy restrictions. This
is not to say everything is wide open on the Intranet Zone, but communication
requires fewer strict controls internally.

o Management Network Zone Usually an area youd find rife with VLANs and
maybe controlled via IPSec and such. This is a highly secured zone with very
strict policies.

Security Basics

If there were a subtitle to this section, I would have entitled it “Ceaseless Definition
Terms Necessary for Only a Few Questions on the Exam.” There are tons of these, and I
gave serious thought to skipping them all and just leaving you to the glossary. However,
because I'm in a good mood and, you know, I promised my publisher I'd cover everything,
I'll give it a shot here. And, at least for some of these, I'll try to do so using contextual
clues in a story.

Bob and Joe used to be friends in college, but had a falling out over doughnuts. Bob
insisted Krispy Kreme’s were better, but Joe was a Dunkin fan, and after much yelling
and tossing of fried dough they became mortal enemies. After graduation they went
their separate ways exploring opportunities as they presented themselves. Eventually Bob
became Security Guy Bob, in charge of security for Orca Pig (OP) Industries, Inc., while
Joe made some bad choices and went on to become Hacker Joe.

After starting, Bob noticed most decisions at OP were made in favor of usability over
functionality and security. He showed a Security, Functionality, and Usability triangle (see
Figure 1-5) to upper management, visually displaying that moving toward one of the
three lessened the other two, and security was sure to suffer long term. Management
noted Bob’s concerns and summarily dismissed them as irrational, as budgets were tight
and business was good.

One day a few weeks later, Hacker Joe woke up and decided he wanted to be naughty.
He went out searching for a target of hack value, so he wouldn’t waste time on something
that didn't matter. In doing so, he found OP, Inc., and smiled when he saw Bob’s face
on the company directory. He searched and found a target, researching to see if it had
any weaknesses, such as software flaws or logic design errors. A particular vulnerability
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Figure 1-5 Security
The Security,
Functionality,
and Usability

triangle T

o
T

Functionality Usability

did show up on the target, so Joe researched attack vectors and discovered—through his
super-secret hacking background contacts—an attack the developer of some software
on the target apparently didnt even know about since they hadn’t released any kind
of security patch or fix to address the problem. This zero-day attack vector required a
specific piece of exploit code he could inject through a hacking tactic he thought would
work. After obfuscating this payload and imbedding it in an attack, he started.

After pulling off the successful exploirand owning the box, Joe explored what additional
access the machine could grant him. He discovered other targets and vulnerabilities, and
successfully configured access to all. His daisy chaining of network access then gave him
options to set up several machines on multiple networks he could control remotely to
execute really whatever he wanted. These bozs could be accessed any time he wanted,
so Joe decided to prep for more carnage. He also searched publicly available databases
and social media for personally identifiable information (PII) about Bob, and posted his
findings. After this doxing effort, Joe took a nap, dreaming about what embarrassment
Bob would have rain down on him the next day.

z~ EXAMTIP  Another fantastic bit of terminology from ECC-land you may

\ see is “threat modeling It's exactly what it sounds like and consists of five
sections: Identify Security Objectives, Application Overview, Decompose
Application, Identify Threats, and Identify Vulnerabilities.

\

After discovering PII posts about himself, Bob worries that something is amiss, and
wonders if his old nemesis is back and on the attack. He does some digging and discovers
Joe’s attack from the previous evening, and immediately engages his Incident Response
Team (IRT) to identify, analyze, prioritize, and resolve the incident. The team first
reviews detection and quickly analyzes the exploitation, in order to notify appropriate
stakeholders. The team then works to contain the exploitation, eradicate residual back
doors and such, and coordinate recovery for any lost data or services. After following
this incident management process, the team provides post-incident reporting and lessons
learned to management.
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NOTE Here’s a great three-dollar term you might see on the exam: EISA.
Enterprise Information Security Architecture is a collection of requirements
and processes that help determine how an organization’s information
systems are built and how they work.

Post-incident reporting suggested to management they focus more attention on
security, and, in one section on the report in particular, that they adopt means to identify
what risks are present and quantify them on a measurement scale. This risk management
approach would allow them to come up with solutions to mitigate, eliminate, or accept
the identified risks (see Figure 1-6 for a sample risk analysis matrix).

Identifying organizational assets, threats to those assets, and their vulnerabilities would
allow the company to explore which countermeasures security personnel could put into
place to minimize risks as much as possible. These security controls would then greatly
increase the security posture of the systems.

NOTE Security controls can also be categorized as physical, technical, and
administrative. Physical controls include things such as guards, lights, and
cameras. Technical controls include things such as encryption, smartcards,
and access control lists. Administrative controls include the training,
awareness, and policy efforts that are well intentioned, comprehensive, and
well thought out—and that most employees ignore. Hackers will combat
physical and technical controls to get to their end goal, but they don't give a
rip about your administrative password policy—unless it's actually followed.

Some of these controls were to be put into place to prevent errors or incidents from
occurring in the first place, some were to identify an incident had occurred or was in
progress, and some were designed for after the event to limit the extent of damage and

Figure 1-6
Risk analysis Low Medium High
matrix

Low Medium Medium

Probability

Low Low Low
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aid swift recovery. These preventative, detective, and corrective controls can work together
to reduce Joe’s ability to further his side of the great Doughnut Fallout.

EXAMTIP Know preventive, detective, and corrective measures. Examples
of each include authentication (preventative), alarm bells for unauthorized
access to a physical location, alerts on unauthorized access to resources,
audits (detective), and backups and restore options (corrective). You will
definitely be asked about them, in one way or another.

This effort spurred a greater focus on overall preparation and security. Bob’s quick
action averted what could have been a total disaster, but everyone involved saw the
need for better planning and preparation. Bob and management kicked off an effort to
identify the systems and processes that were critical for operations. This Business Impact
Analysis (BIA) included measurements of the maximum tolerable downtime (MTD),
which provided a means to prioritize the recovery of assets should the worst occur. Bob
also branched out and created Orca Pig’s first set of plans and procedures to follow in the
event of a failure or a disaster—security related or not—to get business services back up
and running. His business continuity plan (BCP) included a disaster recovery plan (DRP),
addressing exactly what to do to recover any lost data or services.

Bob also did some research his management should have, and discovered some
additional actions and groovy acronyms they should know and pay attention to.
When putting numbers and value to his systems and services, the ALE (annualized loss
expectancy) turned out to be the product of the ARO (annual rate of occurrence) and the
SLE (single loss expectancy). For his first effort, he looked at one system and determined
its worth, including the cost for return to service and any lost revenue during downtime,
was $120,000. Bob made an educated guess on the percentage of loss for this asset if a
specific threat was actually realized and determined the exposure factor (EF) turned out to
be 25 percent. He multiplied this by the asset value and came up with an SLE of $30,000
($120,000 x 25%). He then figured out what he felt would be the probability this would
occur in any particular 12-month period. Given statistics he garnered from similarly
protected businesses, he thought it could occur once every five years, which gave him an
ARO of 0.02 (one occurrence / five years). By multiplying the estimate of a single loss
versus the number of times it was likely to occur in a year, Bob could generate the ALE
for this asset at $600 ( $30,000 x 0.02). Repeating this across Orca Pig’s assets turned out
to provide valuable information for planning, preparation, and budgeting.

EXAMTIP ALE =SLE x ARO. Know it. Trust me.

At the end of this effort week, Bob relaxed with a Maker’s Mark and an Arturo Fuente
on his back porch, smiling at all the good security work hed done and enjoying the
bonus his leadership provided as a reward. Joe stewed in his apartment, angry that his
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work would now be exponentially harder. But while Bob took the evening to rest on his
laurels, Joe went back to work, scratching and digging at OP’s defenses. “One day I'll
find a way in. Just wait and see. I won't stop. Ever.”

Now, wasn’t that better than just reading definitions? Sure there were a few leaps
there, and Bob surely wouldn’t be the guy doing ALE measurements, but it’s better than
trying to explain all that otherwise. Every italicized word in this section could possibly
show up on your exam, and now you can just remember this little story and you'll be
ready for almost anything. But although this was fun, and I did consider continuing it
throughout the remainder of this book (fiction is so much more entertaining), some of
this needs a little more than a passing italics reference, so we'll break here and go back to
more “expected” writing.

CIA

Another bedrock in any security basics discussion is the holy trinity of I'T security: con-
fidentiality, integrity, and availability (CIA). Whether you're an ethical hacker or not,
these three items constitute the hallmarks of security we all strive for. You'll need to be
familiar with two aspects of each term in order to achieve success as an ethical hacker as
well as on the exam: what the term itself means and which attacks are most commonly
associated with it.

Confidentiality, addressing the secrecy and privacy of information, refers to the measures
taken to both prevent disclosure of information or data to unauthorized individuals or
systems and to ensure the proper disclosure of information to those who are authorized
to receive it. Confidentiality for the individual is a must, considering its loss could result
in identity theft, fraud, and loss of money. For a business or government agency, it could
be even worse. The use of passwords within some form of authentication is by far the
most common measure taken to ensure confidentiality, and attacks against passwords
are, amazingly enough, the most common confidentiality attacks.

For example, your logon to a network usually consists of a user ID and a password,
which is designed to ensure only you have access to that particular device or set of
network resources. If another person were to gain your user ID and password, they would
have unauthorized access to resources and could masquerade as you throughout their
session. Although the user ID and password combination is by far the most common
method used to enforce confidentiality, numerous other options are available, including
biometrics and smartcards.

EXAMTIP  Be careful with the terms confidentiality and authentication.
Sometimes these two are used interchangeably, and if you're looking
for only one, you may miss the question altogether. For example, a MAC
address spoof (using the MAC address of another machine) is called an
authentication attack. Authentication is definitely a major portion of the
confidentiality segment of IT security.
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The Stone Left Unturned

Security professionals deal with, and worry about, risk management a lot. We create
and maintain security plans, deal with endless audits, create and monitor ceaseless
reporting to government, and employ bunches of folks just to maintain “quality” as
it applies to the endless amounts of processes and procedures we have to document.
Yet with all this effort, there always seems to be something left out—some stone left
unturned that a bad guy takes advantage of.

Don’t take my word for it, just check the news and the statistics. Seemingly every
day there is a news story about a major data breach somewhere. OPM lost millions
of PII records to hackers. eBay had 145 million user accounts compromised.
JPMorgan Chase had over 70 million home and business records compromised, and
the list goes on and on. In 2015, per Breach Level Index (http://breachlevelindex
.com) statistics, over 3 billion data records—zhat we know about—were stolen, and
the vast majority were lost to a malicious outsider (not accidental, state sponsored,
or the always-concerning disgruntled employee malicious insider).

All this leads to a couple questions. First, I'T security professionals must be among
the most masochistic people on the planet. Why volunteer to do a job where you
know, somewhere along the line, you're more than likely going to fail at it and, at
the very least, be yelled at over it? Second, if there are so many professionals doing
so much work and breaches still happen, is there something outside their control
that leads to these failures? As it turns out, the answer is “Not always, but oftentimes
YES.”

Sure, there were third-party failures in home-grown web applications to blame,
and of course there were default passwords left on outside-facing machines. There
were also several legitimate attacks that occurred because somebody, somewhere
didn’t take the right security measure to protect data. But, at least for 2015, phishing
and social engineering played a large role in many cases, and zero-day attacks
represented a huge segment of the attack vectors. Can security employees be held
accountable for users not paying attention to the endless array of annual security
training shoved down their throats advising them against clicking on e-mail links?
Should your security engineer be called onto the carpet because employees still, szi//,
just give their passwords to people on the phone or over e-mail when they’re asked
for them? And I'm not even going to touch zero day—if we could predict stuff like
that, wed all be lottery winners.

Security folks can, and should, be held to account for ignoring due diligence in
implementing security on their networks. If a system gets compromised because we
were lax in providing proper monitoring and oversight, and it leads to corporate-
wide issues, we should be called to account. But can we ever uncover #// those stones
during our security efforts across an organization? Even if some of those stones are
based on human nature? I fear the answer is no. Because some of them won’t budge.

17
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Integrity refers to the methods and actions taken to protect the information from
unauthorized alteration or revision—whether the data is at rest or in transit. In other
words, integrity measures ensure the data sent from the sender arrives at the recipient
with no alteration. For example, imagine a buying agent sending an e-mail to a customer
offering the price of $300. If an attacker somehow has altered the e-mail and changed
the offering price to $3,000, the integrity measures have failed, and the transaction will
not occur as intended, if at all. Oftentimes, attacks on the integrity of information are
designed to cause embarrassment or legitimate damage to the target.

Integrity in information systems is often ensured through the use of a hash. A hash
function is a one-way mathematical algorithm (such as MD5 and SHA-1) that generates
a specific, fixed-length number (known as a hash value). When a user or system sends
a message, a hash value is also generated to send to the recipient. If even a single bit is
changed during the transmission of the message, instead of showing the same output,
the hash function will calculate and display a greatly different hash value on the recipient
system. Depending on the way the controls within the system are designed, this would
result in either a retransmission of the message or a complete shutdown of the session.

EXAMTIP Bit flipping is one form of an integrity attack. In bit flipping, the
attacker isn't interested in learning the entirety of the plain-text message.
Instead, bits are manipulated in the cipher text itself to generate a
predictable outcome in the plain text once it is decrypted.

Availability is probably the simplest, easiest-to-understand segment of the security
triad, yet it should not be overlooked. It refers to the communications systems and
data being ready for use when legitimate users need them. Many methods are used for
availability, depending on whether the discussion is about a system, a network resource,
or the data itself, but they all attempt to ensure one thing—when the system or data is
needed, it can be accessed by the appropriate personnel.

Attacks against availability almost always fall into the “denial-of-service” realm. Denial-
of-service (DoS) attacks are designed to prevent legitimate users from having access to a
computer resource or service and can take many forms. For example, attackers could
attempt to use all available bandwidth to the network resource, or they may actively
attempt to destroy a user’s authentication method. DoS attacks can also be much simpler
than that—unplugging the power cord is the easiest DoS in history!

NOTE Many in the security field add other terms to the security triad. I've
seen several CEH study guides refer to the term authenticity as one of the
“four elements of security.” It's not used much outside the certification realm,
however; the term is most often used to describe something as “genuine.”
For example, digital signatures can be used to guarantee the authenticity of
the person sending a message. Come test time, this may help.
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Access Control Systems

While we're on the subject of computer security, I think it may be helpful to step back
and look at how we all got here, and take a brief jog through some of the standards and
terms that came out of all of it. In the early days of computing and networking, its
pretty safe to say security wasn't high on anyone’s to-do list. As a matter of fact, in most
instances security wasn’t even an afterthought, and unfortunately it wasn’t until things
started getting out of hand that anyone really started putting any effort into it. The sad
truth about a lot of security is that it came out of a reactionary stance, and very little
thought was put into it as a proactive effort—until relatively recently, anyway.

This is not to say nobody tried at all. As a matter of fact, in 1983 some smart guys
at the U.S. Department of Defense saw the future need for protection of information
(government information, that is) and worked with the NSA to create the National
Computer Security Center (NCSC). This group got together and created all sorts of
security manuals and steps, and published them in a book series known as the “Rainbow
Series.” The centerpiece of this effort came out as the “Orange Book,” which held
something known as the Trusted Computer System Evaluation Criteria (TCSEC).

TCSEC was a United States Government Department of Defense (DoD) standard,
with a goal to set basic requirements for testing the effectiveness of computer security
controls built into a computer system. The idea was simple: if your computer system
(network) was going to handle classified information, it needed to comply with basic
security settings. TCSEC defined how to assess whether these controls were in place, and
how well they worked. The settings, evaluations, and notices in the Orange Book (for
their time) were well thought out and proved their worth in the test of time, surviving
all the way up to 2005. However, as anyone in security can tell you, nothing lasts forever.

TCSEC eventually gave way to the Common Criteria for Information Technology
Security Evaluation (also known as Common Ciriteria, or CC). Common Criteria had
actually been around since 1999, and finally took precedence in 2005. It provided a way
for vendors to make claims about their in-place security by following a set standard of
controls and testing methods, resulting in something called an Evaluation Assurance Level
(EAL). For example, a vendor might create a tool, application, or computer system and
desire to make a security declaration. They would then follow the controls and testing
procedures to have their system tested at the EAL (Levels 1-7) they wished to have.
Assuming the test was successful, the vendor could claim “Successfully tested at EAL-4.”

Common Ciriteria is, basically, a testing standard designed to reduce or remove
vulnerabilities from a product before it is released. Besides EAL, three other terms are
associated with this effort you'll need to remember:

o Target of evaluation (TOE) What is being tested
o Security target (ST) The documentation describing the TOE and security

requirements

o Protection profile (PP) A set of security requirements specifically for the type
of product being tested

19
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While there’s a whole lot more to it, suffice it to say CC was designed to provide an
assurance that the system is designed, implemented, and tested according to a specific
security level. It’s used as the basis for Government certifications and is usually tested for
U.S. Government agencies.

Lastly in our jaunt through terminology and history regarding security and testing,
we have a couple terms to deal with. One of these is the overall concept of access control
itself. Access control basically means restricting access to a resource in some selective
manner. There are all sorts of terms you can fling about in discussing this to make you
sound really intelligent (subject, initiator, authorization, and so on), but I'll leave all
that for the glossary. Here, we'll just talk about a couple of ways of implementing access
control: mandatory and discretionary.

Mandatory access control (abbreviated to MAC) is a method of access control where
security policy is controlled by a security administrator: users can't set access controls
themselves. In MAC, the operating system restricts the ability of an entity to access a
resource (or to perform some sort of task within the system). For example, an entity
(such as a process) might attempt to access or alter an object (such as files, TCP or
UDP ports, and so on). When this occurs, a set of security attributes (set by the policy
administrator) is examined by an authorization rule. If the appropriate attributes are in
place, the action is allowed.

By contrast, discretionary access control (DAC) puts a lot of this power in the hands
of the users themselves. DAC allows users to set access controls on the resources they
own or control. Defined by the TCSEC as a means of “restricting access to objects based
on the identity of subjects and/or groups to which they belong,” the idea is controls are
discretionary in the sense that a subject with a certain access permission is capable of
passing that permission (perhaps indirectly) on to any other subject (unless restrained by
mandatory access control). A couple of examples of DAC include NTFES permissions in
Windows machines and Unix’s use of users, groups, and read-write-execute permissions.

EXAMTIP  You won't see many questions concerning Common Criteria or
access control mechanisms on your exam, but | can guarantee you'll see at
least a couple. Pay attention to the four parts of Common Criteria (EAL, TOE,
ST, and PP) and specific examples of access control.

Security Policies

When I saw EC-Council dedicating so much real estate in its writing to security poli-
cies, I groaned in agony. Any real practitioner of security will tell you policy is a great
thing, worthy of all the time, effort, sweat, cursing, and mind-numbing days staring at
a template, if only you could get anyone to pay attention to it. Security policy (when
done correctly) can and should be the foundation of a good security function within your
business. Unfortunately, it can also turn into a horrendous amount of memorization and
angst for certification test takers because it’s not always clear.
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A security policy can be defined as a document describing the security controls
implemented in a business to accomplish a goal. Perhaps an even better way of putting
it would be to say the security policy defines exactly what your business believes is the
best way to secure its resources. Different policies address all sorts of things, such as
defining user behavior within and outside the system, preventing unauthorized access
or manipulation of resources, defining user rights, preventing disclosure of sensitive
information, and addressing legal liability for users and partners. There are worlds of
different security policy types, with some of the more common ones identified here:

o Access Control Policy This identifies the resources that need protection and
the rules in place to control access to those resources.

o Information Security Policy This identifies to employees what company
systems may be used for, what they cannot be used for, and what the
consequences are for breaking the rules. Generally employees are required to sign
a copy before accessing resources. Versions of this policy are also known as an
Acceptable Use Policy.

o Information Protection Policy This defines information sensitivity levels and
who has access to those levels. It also addresses how data is stored, transmitted,
and destroyed.

o Password Policy This defines everything imaginable about passwords within
the organization, including length, complexity, maximum and minimum age,
and reuse.

o E-mail Policy Sometimes also called the E-mail Security Policy, this addresses
the proper use of the company e-mail system.

o Information Audit Policy This defines the framework for auditing security
within the organization. When, where, how, how often, and sometimes even who
conducts information security audits are described here.

There are many other types of security policies, and we could go on and on, but
you get the idea. Most policies are fairly easy to understand simply based on the name.
For example, it shouldn’t be hard to determine that the Remote Access Policy identifies
who can have remote access to the system and how they go about getting that access.
Other easy-to-recognize policies include User Account, Firewall Management, Network
Connection, and Special Access.

Lastly, and I wince in including this because I can hear you guys in the real world
grumbling already, but believe it or not, EC-Council also looks at policy through the
prism of how tough it is on users. A promiscuous policy is basically wide open, whereas a
permissive policy blocks only things that are known to be naughty or dangerous. The next
step up is a prudent policy, which provides maximum security but allows some potentially
and known dangerous services because of business needs. Finally, a paranoid policy locks
everything down, not even allowing the user to open so much as an Internet browser.
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EXAMTIP In this discussion there are four other terms worth committing
to memory. Standards are mandatory rules used to achieve consistency.
Baselines provide the minimum security level necessary. Guidelines are
flexible recommended actions users are to take in the event there is

no standard to follow. And finally, procedures are detailed step-by-step
instructions for accomplishing a task or goal.

Introduction to Ethical Hacking

Ask most people to define the term hacker, and they’ll instantly picture a darkened room,
several monitors ablaze with green text scrolling across the screen, and a shady character
in the corner furiously typing away on a keyboard in an effort to break or steal something.
Unfortunately, a lot of that 75 true, and a lot of people worldwide actively participate in
these activities for that very purpose. However, it’s important to realize there are differ-
ences between the good guys and the bad guys in this realm. It’s the goal of this section
to help define the two groups for you, as well as provide some background on the basics.

Whether for noble or bad purposes, the art of hacking remains the same. Using a
specialized set of tools, techniques, knowledge, and skills to bypass computer security
measures allows someone to “hack” into a computer or network. The purpose behind
their use of these tools and techniques is really the only thing in question. Whereas some
use these tools and techniques for personal gain or profit, the good guys practice them in
order to better defend their systems and, in the process, provide insight on how to catch
the bad guys.

Hacking Terminology

Like any other career field, hacking (ethical hacking) has its own lingo and a myriad of
terms to know. Hackers themselves, for instance, have various terms and classifications to
fall into. For example, you may already know that a scripr kiddie is a person uneducated
in hacking techniques who simply makes use of freely available (but oftentimes old and
outdated) tools and techniques on the Internet. And you probably already know that a
phreaker is someone who manipulates telecommunications systems in order to make free
calls. But there may be a few terms you're unfamiliar with that this section may be able
to help with. Maybe you simply need a reference point for test study, or maybe this is all
new to you; either way, perhaps there will be a nugget or two here to help on the exam.

In an attempt to avoid a 100-page chapter of endless definitions and to attempt to
assist you in maintaining your sanity in studying for this exam, we’ll stick with the more
pertinent information you'll need to remember, and I recommend you peruse the glossary
at the end of this book for more information. You'll see these terms used throughout the
book anyway, and most of them are fairly easy to figure out on your own, but don’t
discount the definitions you'll find in the glossary. Besides, I worked really hard on the
glossary—it would be a shame if it went unnoticed.
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EXAMTIP Definition questions should be no-brainers on the exam. Learn
the hacker types, the stages of a hack, and other definitions in the chapter—
don’t miss the easy ones.

Hacker Classifications: The Hats

You can categorize a hacker in countless ways, but the “hat” system seems to have stood
the test of time. I don’t know if that’s because hackers like Western movies or we're all
just fascinated with cowboy fashion, but it’s definitely something you'll see over and over
again on your exam. The hacking community in general can be categorized into three
separate classifications: the good, the bad, and the undecided. In the world of I'T security,
this designation is given as a hat color and should be fairly easy for you to keep track of.

o White hats Considered the good guys, these are the ethical hackers, hired by
a customer for the specific goal of testing and improving security or for other
defensive purposes. White hats are well respected and don’t use their knowledge
and skills without prior consent. White hats are also known as security analysts.

o Black hats Considered the bad guys, these are the crackers, illegally using their
skills for either personal gain or malicious intent. They seck to steal (copy) or
destroy data and to deny access to resources and systems. Black hats do 7oz ask
for permission or consent.

o Gray hats The hardest group to categorize, these hackers are neither good
nor bad. Generally speaking, there are two subsets of gray hats—those who are
simply curious about hacking tools and techniques and those who feel like it’s
their duty, with or without customer permission, to demonstrate security flaws
in systems. In either case, hacking without a customer’s explicit permission and
direction is usually a crime.

NOTE Lots of well-meaning hacker types have found employment in the
security field by hacking into a system and then informing the victim of
the security flaws so that they can be fixed. However, many more have
found their way to prison attempting the same thing. Regardless of your
intentions, do not practice hacking techniques without approval. You may
think your hat is gray, but | guarantee the victim sees only black.

While we're on the subject, another subset of this community uses its skills and talents
to put forward a cause or a political agenda. These people hack servers, deface websites,
create viruses, and generally wreak all sorts of havoc in cyberspace under the assumption
that their actions will force some societal change or shed light on something they feel
to be a political injustice. It’s not some new anomaly in human nature—people have
been protesting things since the dawn of time—it has just moved from picket signs and
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marches to bits and bytes. In general, regardless of the intentions, acts of “hactivism” are
usually illegal in nature.

Another class of hacker borders on the insane. Some hackers are so driven, so intent
on completing their task, they are willing to risk everything to pull it off. Whereas we,
as ethical hackers, won’t touch anything until we're given express consent to do so, these
hackers are much like hactivists and feel that their reason for hacking outweighs any
potential punishment. Even willing to risk jail time for their activities, so-called suicide
hackers are the truly scary monsters in the closet. These guys work in a scorched-earth
mentality and do not care about their own safety or freedom, not to mention anyone
else’s.

EXAMTIP  ECC loves adding more definitions to the mix to confuse the issue.
Here are a few other ones to remember: script kiddie (unskilled, using other’s
scripts and tools), cyberterrorist (motivated by religious or political beliefs to
create fear and large scale systems disruption), and state-sponsored hacker
(employed by a government).

Attack Types

Another area for memorization in our stroll through this introduction concerns the vari-
ous types of attacks a hacker could attempt. Most of these are fairly easy to identify and
seem, at times, fairly silly to even categorize. After all, do you care what the attack type
is called if it works for you? For this exam, EC-Council broadly defines all these attack
types in four categories.

o Operating system (OS) attacks Generally speaking, these attacks target
the common mistake many people make when installing operating systems—
accepting and leaving all the defaults. Administrator accounts with no passwords,
all ports left open, and guest accounts (the list could go on forever) are examples
of settings the installer may forget about. Additionally, operating systems are
never released fully secure—they can't be, if you ever plan on releasing them
within a timeframe of actual use—so the potential for an old vulnerability in
newly installed operating systems is always a plus for the ethical hacker.

o Application-level attacks These are attacks on the actual programming
code and software logic of an application. Although most people are cognizant
of securing their OS and network, it's amazing how often they discount the
applications running on their OS and network. Many applications on a network
aren’t tested for vulnerabilities as part of their creation and, as such, have many
vulnerabilities built into them. Applications on a network are a gold mine for
most hackers.

o Shrink-wrap code attacks These attacks take advantage of the built-in code
and scripts most off-the-shelf applications come with. The old refrain “Why
reinvent the wheel?” is often used to describe this attack type. Why spend
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time writing code to attack something when you can buy it already “shrink-

» . . . . .
wrapped”? These scripts and code pieces are designed to make installation and
administration easier but can lead to vulnerabilities if not managed appropriately.

o Misconfiguration attacks These attacks take advantage of systems that are, on
purpose or by accident, not configured appropriately for security. Remember the
triangle earlier and the maxim “As security increases, ease of use and functionality
decrease”? This type of attack takes advantage of the administrator who simply
wants to make things as easy as possible for the users. Perhaps to do so, the admin
will leave security settings at the lowest possible level, enable every service, and
open all firewall ports. It's easier for the users but creates another gold mine for

the hacker.
< EXAMTIP Infowar (as ECC loves to call it) is the use of offensive and
\ e defensive techniques to create advantage over your adversary. Defining

\

——  which actions are offensive vs. defensive in nature should be self-
explanatory, so if you're asked, use common sense and reasoning. For
example, a banner on your system warning those attempting access you'll
prosecute is defensive in nature, acting as a deterrent.

Hacking Phases

Regardless of the intent of the attacker (remember there are good guys and bad guys),
hacking and attacking systems can sometimes be akin to a pilot and her plane. That’s
right, I said “her.” My daughter is a search-and-rescue helicopter pilot for the U.S. Air
Force, and because of this ultra-cool access, I get to talk with pilots from time to time. I
often hear them say, when describing a mission or event they were on, that they just “felt”
the plane or helicopter—that they just knew how it was feeling and the best thing to do
to accomplish the goal, sometimes without even thinking about it.

I was talking to my daughter a while back and asked her about this human—machine
relationship. She paused for a moment and told me that sure, it exists, and it’s uncanny to
think about why pilot A did action B in a split-second decision. However, she cautioned,
all that mystical stuff can never happen without all the up-front training, time, and
procedures. Because the pilots followed a procedure and took their time up front, the
decision making and “feel” of the machine gets to come to fruition.

Hacking phases, as identified by EC-Council, are a great way to think about an attack
structure for you, my hacking pilot trainee. I'm not saying you shouldn’t take advantage
of opportunities when they present themselves just because theyre out of order (if a
machine presents itself willingly and you refuse the attack, exclaiming, “But I haven't
reconned it yet!” I may have to slap you myself), but in general following the plan
will produce quality results. Although there are many different terms for these phases
and some of them run concurrently and continuously throughout a test, EC-Council
has defined the standard hack as having five phases, shown in Figure 1-7. Whether the
attacker is ethical or malicious, these five phases capture the full breadth of the attack.
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EXAMTIP  Keep the phases of hacking in mind throughout your study. You'll
most likely see several questions asking you to identify not only what occurs
in each step but which tools are used in each one.

Reconnaissance is probably going to be the most difficult phase to understand for the
exam, mainly because many people confuse some of its steps as being part of the next
phase (scanning and enumeration). Reconnaissance is nothing more than the steps taken
to gather evidence and information on the targets you want to attack. It can be passive in
nature or active. Passive reconnaissance involves gathering information about your target
without their knowledge, whereas active reconnaissance uses tools and techniques that
may or may not be discovered but put your activities as a hacker at more risk of discovery.
Another way of thinking about it is from a network perspective: active is that which
purposefully puts packets, or specific communications, on a wire to your target, whereas
passive does not.

For example, imagine your penetration test, also known as a pen test, has just started
and you know nothing about the company you are targeting. Passively, you may simply
watch the outside of the building for a couple of days to learn employee habits and see
what physical security measures are in place. Actively, you may simply walk up to the
entrance or guard shack and try to open the door (or gate). In either case, you're learning
valuable information, but with passive reconnaissance you aren’t taking any action to
signify to others that you're watching. Examples of actions that might be taken during
this phase are social engineering, dumpster diving, and network sniffing—all of which
are addressed throughout the remainder of this study guide.

NOTE Every pen tester on the planet who's been knee-deep in a dumpster
with a guard’s flashlight in their face knows that dumpster diving is about as
passive an activity as running an Ironman triathlon. Just keep in mind that
sometimes definitions and reality don’t match up. For your exam, it's passive.
In real life, it's a big risk, and you'll probably get stinky.
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In the second phase, scanning and enumeration, security professionals take the
information they gathered in recon and actively apply tools and techniques to gather
more in-depth information on the targets. This can be something as simple as running a
ping sweep or a network mapper to see what systems are on the network, or as complex
as running a vulnerability scanner to determine which ports may be open on a particular
system. For example, whereas recon may have shown the network to have 500 or so
machines connected to a single subnet inside a building, scanning and enumeration
would tell you which ones are Windows machines and which ones are running FTP.

The third phase, as they say, is where the magic happens. This is the phase most
people delightedly rub their hands together over, reveling in the glee they know they
will receive from bypassing a security control. In the gaining access phase, true attacks
are leveled against the targets enumerated in the second phase. These attacks can be as
simple as accessing an open and nonsecured wireless access point and then manipulating
it for whatever purpose, or as complex as writing and delivering a buffer overflow or SQL
injection against a web application. The attacks and techniques used in the phase will be
discussed throughout the remainder of this study guide.

In the fourth phase, maintaining access, hackers attempt to ensure they have a way
back into the machine or system they've already compromised. Back doors are left open
by the attacker for future use, especially if the system in question has been turned into
a zombie (a machine used to launch further attacks from) or if the system is used for
further information gathering—for example, a sniffer can be placed on a compromised
machine to watch traffic on a specific subnet. Access can be maintained through the use
of Trojans, rootkits, or any number of other methods.

NOTE There's an important distinction I've mentioned before and will
mention over and over again through this book: ECC and study materials for
the CEH oftentimes have as much to do with the real world and true hacking
as nuclear fusion has to do with doughnut glaze. For example, in the real
world, pen testers and hackers only carry out scanning and enumeration
when the possibility of gaining useful intelligence is greater than the risk

of detection or reaction by the target. Sure, you need as much information
as you can get up front, but if what you're doing winds up drawing
unnecessary attention to yourself, the whole thing is pointless. Same thing
goes for privilege escalation: if you can get done what you want or need
without bothering to escalate to root privilege, huzzah!

In the final phase, covering tracks, attackers attempt to conceal their success and avoid
detection by security professionals. Steps taken here consist of removing or altering log
files, hiding files with hidden attributes or directories, and even using tunneling protocols
to communicate with the system. If auditing is turned on and monitored, and often it is
not, log files are an indicator of attacks on a machine. Clearing the log file completely is
just as big an indicator to the security administrator watching the machine, so sometimes
selective editing is your best bet. Another great method to use here is simply corrupting
the log file itself—whereas a completely empty log file screams an attack is in progress,
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files get corrupted all the time, and, chances are, the administrator won’t bother trying to
rebuild it. In any case, good pen testers are truly defined in this phase.

NOTE Be really careful when it comes to corrupting or deleting logs in the
real world. As a pen tester you may be bound by a“no harm” clause, which
will prevent you from altering the log files at all. Not only would that cause
harm to the organization but may also prevent them from discovering real
bad guys who may be attacking during your test.

A couple of insights can, and should, be gained here. First, contrary to popular belief,
pen testers do not usually just randomly assault things hoping to find some overlooked
vulnerability to exploit. Instead, they follow a specific, organized method to thoroughly
discover every aspect of the system they’re targeting. Good ethical hackers performing
pen tests ensure these steps are very well documented, taking exceptional and detailed
notes and keeping items such as screenshots and log files for inclusion in the final report.
Mr. Horton, our beloved technical editor, put it this way: “Pen testers are thorough
in their work for the customer. Hackers just discover what is necessary to accomplish
their goal.” Second, keep in mind that security professionals performing a pen test do not
normally repair or patch any security vulnerabilities they find—it’s simply not their job
to do so. The ethical hacker’s job is to discover security flaws for the customer, not to
fix them. Knowing how to blow up a bridge doesn’t make you a civil engineer capable
of building one, so while your friendly neighborhood CEH may be able to find your
problems, it in no way guarantees he or she could engineer a secure system.

NOTE A hacker who is after someone in particular may not bother sticking
to a set method in getting to what is wanted. Hackers in the real world will
take advantage of the easiest, quickest, simplest path to the end goal, and if
that means attacking before enumerating, then so be it.

The Ethical Hacker

So, what makes someone an “ethical” hacker? Can such a thing even exist? Considering
the art of hacking computers and systems is, in and of itself, a covert action, most people
might believe the thought of engaging in a near-illegal activity to be significantly unethi-
cal. However, the purpose and intention of the act have to be taken into account.

For comparison’s sake, law enforcement professionals routinely take part in unethical
behaviors and situations in order to better understand, and to catch, their criminal
counterparts. Police and FBI agents must learn the lingo, actions, and behaviors of drug
cartels and organized crime in order to infiltrate and bust the criminals, and doing so
sometimes forces them to engage in criminal acts themselves. Ethical hacking can be
thought of in much the same way. To find and fix the vulnerabilities and security holes in
a computer system or network, you sometimes have to think like a criminal and use the
same tactics, tools, and processes they might employ.
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In CEH parlance, and as defined by several other entities, there is a distinct difference
between a hacker and a cracker. An ethical hacker is someone who employs the same tools
and techniques a criminal might use, with the customer’s full support and approval, to
help secure a network or system. A cracker, also known as a malicious hacker, uses those
skills, tools, and techniques either for personal gain or destructive purposes or, in purely
technical terms, to achieve a goal outside the interest of the system owner. Ethical hackers
are employed by customers to improve security. Crackers either act on their own or, in
some cases, act as hired agents to destroy or damage government or corporate reputation.

One all-important specific identifying a hacker as ethical versus the bad-guy crackers
needs to be highlighted and repeated over and over again. Ethical hackers work within
the confines of an agreement made between themselves and a customer before any action
is taken. This agreement isn’t simply a smile, a conversation, and a handshake just before
you flip open a laptop and start hacking away. No, instead it is a carefully laid-out plan,
meticulously arranged and documented to protect both the ethical hacker and the client.

In general, an ethical hacker will first meet with the client and sign a contract.
The contract defines not only the permission and authorization given to the security
professional (sometimes called a gez-our-of-jail-free card) but also confidentiality and
scope. No client would ever agree to having an ethical hacker attempt to breach security
without first ensuring the hacker will not disclose any information found during the test.
Usually, this concern results in the creation of a nondisclosure agreement (NDA).

Additionally, clients almost always want the test to proceed to a certain point in the
network structure and no further: “You can try to get through the firewall, but do not
touch the file servers on the other side...because you may disturb my MP3 collection.”
They may also want to restrict what types of attacks you run. For example, the client may
be perfectly okay with you attempting a password hack against their systems but may not
want you to test every DoS attack you know.

Oftentimes, however, even though you're hired to test their security and you know
what’s really important in security and hacking circles, the most serious risks to a target
are not allowed to be tested because of the “criticality of the resource.” This, by the way,
is often a function of corporate trust between the pen tester and the organization and will
shift over time; what’s a critical resource in today’s test will become a focus of scrutiny
and “Let’s see what happens” next year. If the test designed to improve security actually
blows up a server, it may not be a winning scenario; however, sometimes the data that is
actually at risk makes it important enough to proceed. This really boils down to cool and
focused minds during the security testing negotiation.

NOTE Common term you'll see referenced in your CEH study is tiger team,
which is nothing more than a group of people, gathered together by a
business entity, working to address a specific problem or goal. Ethical
hackers are sometimes part of a tiger team, set up to thoroughly test all
facets of a security system. Whether you're hired as part of the team or as an
individual, pay attention to the rules of engagement.
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The Pen Test

Companies and government agencies ask for penetration tests for a variety of reasons.
Sometimes rules and regulations force the issue. For example, many medical facilities
need to maintain compliance with the Health Insurance Portability and Accountability
Act (HIPAA) and will hire ethical hackers to complete their accreditation. Sometimes
the organization’s leadership is simply security conscious and wants to know just how
well existing security controls are functioning. And sometimes it’s simply an effort to
rebuild trust and reputation after a security breach has already occurred. It’s one thing
to tell customers you've fixed the security flaw that allowed the theft of all those credit
cards in the first place. It’s another thing altogether to show the results of a penetration
test against the new controls.

With regard to your exam and to your future as an ethical hacker, there are two
processes you'll need to know: how to set up and perform a legal penetration test and
how to proceed through the actual hack. A penetration test is a clearly defined, full-scale
test of the security controls of a system or network in order to identify security risks
and vulnerabilities and has three major phases. Once the pen test is agreed upon, the
ethical hacker begins the “assault” using a variety of tools, methods, and techniques, but
generally follows the same five stages of a typical hack to conduct the test. For the CEH
exam, you'll need to be familiar with the three pen test stages and the five stages of a
typical hack.

A pen test has three main phases—preparation, assessment, and conclusion—and they
are fairly easy to define and understand. The preparation phase defines the time period
during which the actual contract is hammered out. The scope of the test, the types of
attacks allowed, and the individuals assigned to perform the activity are all agreed upon
in this phase. The assessment phase (sometimes also known as the security evaluation phase
or the conduct phase) is exactly what it sounds like—the actual assaults on the security
controls are conducted during this time. Lastly, the conclusion (or post-assessment) phase
defines the time when final reports are prepared for the customer, detailing the findings
of the tests (including the types of tests performed) and many times even providing
recommendations to improve security.

In performing a pen test, an ethical hacker must attempt to reflect the criminal world
as much as possible. In other words, if the steps taken by the ethical hacker during the
pen test don't adequately mirror what a “real” hacker would do, then the test is doomed
to failure. For that reason, most pen tests have individuals acting in various stages of
knowledge about the target of evaluation (TOE). These different types of tests are known
by three names: black box, white box, and gray box.

In black-box testing, the ethical hacker has absolutely no knowledge of the TOE.
It's designed to simulate an outside, unknown attacker, and it takes the most amount
of time to complete and, usually, is by far the most expensive option. For the ethical
hacker, black-box testing means a thorough romp through the five stages of an attack and
removes any preconceived notions of what to look for. The only true drawback to this
type of test is it focuses solely on the threat outside the organization and does not take
into account any trusted users on the inside.
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NOTE An important real-world versus definition distinction arises here:
While the pure definition of the term implies no knowledge, a black-box test
is designed to mirror what an external hacker has and knows about before
starting an attack. Rest assured, the bad guys have been researching things
for a long time. They know something or they wouldn't attack in the first
place. As a pen tester, you'd better be aware of the same things they are
when setting up your test.

White-box testing is the exact opposite of black-box testing. In this type, pen testers
have full knowledge of the network, system, and infrastructure they’re targeting. This,
quite obviously, makes the test much quicker, easier, and less expensive, and it is designed
to simulate a knowledgeable internal threat, such as a disgruntled network admin or
other trusted user.

The last type, gray-box testing, is also known as partial knowledge testing. What makes
this different from black-box testing is the assumed level of elevated privileges the tester has.
Whereas black-box testing is generally done from the network administration level, gray-
box testing assumes only that the attacker is an insider. Because most attacks do originate
from inside a network, this type of testing is valuable and can demonstrate privilege
escalation from a trusted employee.

Laws and Standards

Finally, it would be impossible to call yourself an ethical anything if you didn’t under-
stand the guidelines, standards, and laws that govern your particular area of expertise.
In our realm of I'T security (and in ethical hacking), there are tons of laws and standards
you should be familiar with not only to do a good job, but to keep you out of trouble—
and prison. We were lucky in previous versions of the exam that these didn’t get hit very
often, but now they’re back—and with a vengeance.

I would love to promise I could provide you a comprehensive list of every law you'll
need to know for your job, but if I did this book would be the size of an old encyclopedia
and youd never buy it. There are zons of laws you need to be aware of for your job, such
as FISMA, the Electronics Communications Privacy Act, PATRIOT Act, Privacy Act of
1974, Cyber Intelligence Sharing and Protection Act (CISPA), Consumer Data Security
and Notification Act, Computer Security Act of 1987...the list really is almost endless.
Since this isn’t a book to prepare you for a state bar exam, I'm not going to get into
defining all these. For the sake of study, and keeping my page count down somewhat,
we'll just discuss a few you should concentrate on for test purposes—mainly because
they’re the ones ECC seems to be looking at closely this go-round. When you get out in
the real world, you'll need to learn, and know, the rest.

First up is the Health Insurance Portability and Accountability Act (HIPAA),
developed by the U.S. Department of Health and Human Services to address privacy
standards with regard to medical information. The law sets privacy standards to protect
patient medical records and health information, which, by design, is provided and shared
to doctors, hospitals, and insurance providers. HIPAA has five subsections that are fairly
self-explanatory (Electronic Transaction and Code Sets, Privacy Rule, Security Rule,
National Identifier Requirements, and Enforcement) and may show up on your exam.
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Another important law for your study is the Sarbanes-Oxley (SOX) Act. SOX was
created to make corporate disclosures more accurate and reliable in order to protect the
public and investors from shady behavior. There are 11 titles within SOX that handle
everything from what financials should be reported and what should go in them, to
protecting against auditor conflicts of interest and enforcement for accountability.

NOTE One thing that may help you in setting up better security is OSSTM—
the Open Source Security Testing Methodology Manual (if you really want to
sound snooty, call it “awstem”). It's a peer-reviewed formalized methodology
of security testing and analysis that can “provide actionable information

to measurably improve your operational security.” It defines three types of
compliance for testing: legislative (government regulations), contractual
(industry or group requirements), and standards based (practices that must
be followed in order to remain a member of a group or organization).

When it comes to standards, again there are tons to know—maybe not necessarily for
your job, but because you'll see them on this exam. A couple ECC really wants you to
know are PCI-DSS and ISO/IEC 27001:2013. Payment Card Industry Data Security
Standard (PCI-DSS) is a security standard for organizations handling credit cards, ATM
cards, and other point-of-sales cards. The standards apply to all groups and organizations
involved in the entirety of the payment process—from card issuers, to merchants, to
those storing and transmitting card information—and consist of 12 requirements:

o Requirement 1: Install and maintain firewall configuration to protect data.

o Requirement 2: Remove vendor-supplied default passwords and other default
security features.

¢ Requirement 3: Protect stored data.

o Requirement 4: Encrypt transmission of cardholder data.

o Requirement 5: Install, use, and update AV (antivirus).

¢ Requirement 6: Develop secure systems and applications.

¢ Requirement 7: Use “need to know” as a guideline to restrict access to data.

o Requirement 8: Assign a unique ID to each stakeholder in the process (with
computer access).

o Requirement 9: Restrict any physical access to the data.

¢ Requirement 10: Monitor all access to data and network resources holding,
transmitting, or protecting it.

o Requirement 11: Test security procedures and systems regularly.
¢ Requirement 12: Create and maintain an information security policy.

Control Objects for Information and Related Technology (COBIT) is another security
standard you’ll probably see referenced. Created by the Information Systems Audit



Chapter 1: Getting Started: Essential Knowledge

33

and Control Association (ISACA) and the IT Governance Institute (ITGI), COBIT is
(from ISACA’s own website), “an I'T governance framework and supporting toolset that
allows managers to bridge the gap between control requirements, technical issues and
business risks. COBIT enables clear policy development, good practice, and emphasizes
regulatory compliance.” It does so in part by categorizing control objectives into the
following domains:

o Planning and organization
e Acquisition and implementation
e Delivery and support

o Monitoring and evaluation

Each domain contains specific control objectives. This standard helps security
architects figure out and plan minimum security requirements for their organizations.

Want more? I don’t either, so I'll leave you with one last example ECC seems to care
about: the ISO/IEC 27001:2013. It provides requirements for creating, maintaining,
and improving organizational IS (Information Security) systems. The standard addresses
all sorts of things, such as ensuring compliance with laws as well as formulating internal
security requirements and objectives.

Finally, keep in mind that Information Security laws are tricky things when it comes to
national borders. While it’s easy to enforce an American rule about planting seeds within
the physical borders of the United States, that law means nothing in China, Australia, or
France. When it comes to information and the Internet, though, things get trickier. The
complexities of laws in other countries simply cannot be deciphered—in this book or any
other. You will have to spend some time with your employer and your team to learn what
you need before testing anything.

NOTE Don't forget one very simple, obvious observation some people just
don't think about: the Internet is global. The difference between hacking
your target and hacking the government of China could be a simple as
accidentally typing the wrong number in an IP address. And while most
people believe traffic is malicious only if it targets your system specifically,
many may see it as malicious if it just transits your system.

Chapter Review

Tips that will help on your exam include

o Do not let real life trump EC-Council’s view of it. Real life and certification
exam are not necessarily always directly proportional.

o Use time to your advantage. The exam now is split into sections, with a
timeframe set up for each one. You can work and review inside the section all you
want, but once you pass through it you can’t go back.
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o Make use of the paper and pencil/pen the friendly test proctor provides you, and
as soon as you sit down, before you click START, start writing down everything
you can remember onto the paper provided.

e Trust your instincts. When you do question review, unless you absolutely,
positively, beyond any shadow of a doubt know you initially marked the wrong
answer, do not change it.

o Take the questions at face value. Don't read into them; just answer them and
move on.

The five zones ECC has defined are Internet (outside the boundary and uncontrolled),
Internet DMZ (a controlled, buffer network between you and the uncontrolled chaos
of the Internet), Production Network Zone (a very restricted zone that strictly controls
direct access from uncontrolled zones), Intranet Zone (controlled zone that has little to
no heavy restrictions) and Management Network Zone (highly secured zone with very
strict policies).

To be a successful ethical hacker, you don’t need the knowledge of just tools and
techniques but also the background information that provides a secure foundation for
your career. This all begins with basic networking knowledge, including the seven layers
of the OSI reference model (Application, Presentation, Session, Transport, Network,
Data Link, and Physical) and the four layers of the TCP/IP stack (Application, Transport,
Internet, and Network Access). Key points include the protocol data unit (PDU) at each
layer (which includes data, segment, packet, frame, and bit), the makeup of an Ethernet
frame, and the TCP three-way handshake (SYN, SYN/ACK, ACK).

There are innumerable security concepts and terms essential to your success on the
exam, and they can't possibly all be listed here. A few examples include the Security,
Functionality, and Usability triangle, hack value, vulnerability, zero-day attack, payload,
exploit, daisy-chaining, bots, doxing, and Incident Response Team (IRT). Memorization
is the only option for these terms.

Risk management includes identifying organizational assets, threats to those assets,
and asset vulnerabilities, allowing the company to explore which countermeasures
security personnel could put into place to minimize risks as much as possible. These
security controls would then greatly increase the security posture of the systems. Controls
can be preventative, detective, or corrective. A Business Impact Analysis (BIA) is an
effort to identify the systems and processes that are critical for operations. This includes
measurements of the maximum tolerable downtime (MTD), which provides a means to
prioritize the recovery of assets should the worst occur. A set of plans and procedures to
follow in the event of a failure or a disaster to get business services back up and running
is called the business continuity plan (BCP), which includes a disaster recovery plan
(DRP), addressing exactly what to do to recover any lost data or services.

The ALE (annualized loss expectancy) is the product of the ARO (annual rate of
occurrence) and the SLE (single loss expectancy). The exposure factor (EF) is used to
generate the SLE (EF x Value of Asset).

Another bedrock of security includes the security triad of confidentiality, integrity, and
availability. Confidentiality, or addressing the secrecy and privacy of information, refers
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to the measures taken to prevent the disclosure of information or data to unauthorized
individuals or systems. The use of passwords is by far the most common logical measure
taken to ensure confidentiality, and attacks against passwords are the most common
confidentiality attacks. Integrity refers to the methods and actions taken to protect the
information from unauthorized alteration or revision—whether the data is at rest or
in transit. Integrity in information systems is often ensured through the use of a hash
(a one-way mathematical algorithm such as MD5 or SHA-1). Availability refers to the
communications systems and data being ready for use when legitimate users need it.
Denial-of-service (DoS) attacks are designed to prevent legitimate users from having
access to a computer resource or service and can take many forms.

Security policies represent the administrative function of security and attempt to
describe the security controls implemented in a business to accomplish a goal (defining
exactly what your business believes is the best way to secure its resources). There are many
types of security policies addressing all sorts of specific issues within the organization.
Examples include, but are not limited to, Information Security Policy, Password Policy,
Information Protection Policy, Remote Access Policy, and Firewall Management Policy.

Defining an ethical hacker, as opposed to a cracker (or malicious hacker), basically
comes down to the guidelines one works under—an ethical hacker works only with
explicit consent and approval from a customer. Ethical hackers are employed by customers
to improve security. Crackers either act on their own or, in some cases, are employed by
malicious entities to destroy or damage government or corporate reputation. In addition,
some hackers who use their knowledge to promote a political cause are referred to as
hactivists.

Hackers are generally classified into three separate groups. White hats are the ethical
hackers hired by a customer for the specific goal of testing and improving security
or for other defensive purposes. Black hats are the crackers illegally using their skills
either for personal gain or for malicious intent, and they do not ask for permission or
consent. Gray hats are neither good nor bad; they are simply curious about hacking
tools and techniques or feel like it’s their duty, with or without customer permission, to
demonstrate security flaws in systems. In any case, hacking without a customer’s explicit
permission and direction is a crime. Other terms include suicide and state-sponsored
hackers, cyberterrorists, and script kiddies.

A penetration test, also known as a pen test, is a clearly defined, full-scale test of
the security controls of a system or network in order to identify security risks and
vulnerabilities. The three main phases in a pen test are preparation, assessment, and
conclusion. The preparation phase defines the time period when the actual contract is
hammered out. The scope of the test, the types of attacks allowed, and the individuals
assigned to perform the activity are all agreed upon in this phase. The assessment phase
(sometimes also known as the security evaluation phase or the conduct phase) is when
the actual assaults on the security controls are conducted. The conclusion (or post-
assessment) phase defines the time when final reports are prepared for the customer,
detailing the findings of the test (including the types of tests performed) and many times
even providing recommendations to improve security.
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The act of hacking consists of five main phases. Reconnaissance involves the steps
taken to gather evidence and information on the targets you want to attack. It can be
passive in nature or active. The scanning and enumeration phase takes the information
gathered in recon and actively applies tools and techniques to gather more in-depth
information on the targets. In the gaining access phase, true attacks are leveled against
the targets enumerated in the second phase. In the fourth phase, maintaining access,
hackers attempt to ensure they have a way back into the machine or system they've
already compromised. Finally, in the final phase, covering tracks, attackers attempt to
conceal their success and avoid detection by security professionals.

Three types of tests are performed by ethical hackers. In black-box testing, the ethical
hacker has absolutely no knowledge of the target of evaluation (TOE). It’s designed
to simulate an outside, unknown attacker. In white-box testing, pen testers have full
knowledge of the network, system, and infrastructure they are testing, and it is designed
to simulate a knowledgeable internal threat, such as a disgruntled network admin or
other trusted user. In gray-box testing, the attacker has limited knowledge about the
TOE. It is designed to simulate privilege escalation from a trusted employee.

The guidelines, standards, and laws that govern ethical hacking are important. Items
include FISMA, the Electronics Communications Privacy Act, PATRIOT Act, Privacy
Act of 1974, Cyber Intelligence Sharing and Protection Act (CISPA), Consumer Data
Security and Notification Act, and Computer Security Act of 1987.

The Health Insurance Portability and Accountability Act (HIPAA) was developed
by the U.S. Department of Health and Human Services to address privacy standards
with regard to medical information. The law sets privacy standards to protect patient
medical records and health information, which, by design, is provided and shared to
doctors, hospitals, and insurance providers. HIPAA has five subsections that are fairly
self-explanatory (Electronic Transaction and Code Sets, Privacy Rule, Security Rule,
National Identifier Requirements, and Enforcement) and may show up on your exam.

The Sarbanes-Oxley (SOX) Act was created to make corporate disclosures more
accurate and reliable in order to protect the public and investors from shady behavior.
There are eleven titles within SOX that handle everything from what financials should be
reported and what should go in them, to protecting against auditor conflicts of interest
and enforcement for accountability.

The Payment Card Industry Data Security Standard (PCI-DSS) is a security standard
for organizations handling credit cards, ATM cards, and other point-of-sales cards. The
standards apply to all groups and organizations involved in the entirety of the payment
process—from card issuers, to merchants, to those storing and transmitting card
information—and consist of 12 requirements:

o Requirement 1: Install and maintain firewall configuration to protect data.

o Requirement 2: Remove vendor-supplied default passwords and other default
security features.

o Requirement 3: Protect stored data.

e Requirement 4: Encrypt transmission of cardholder data.



Chapter 1: Getting Started: Essential Knowledge

37

Requirement 5: Install, use, and update AV (antivirus).
Requirement 6: Develop secure systems and applications.
Requirement 7: Use “need to know” as a guideline to restrict access to data.

Requirement 8: Assign a unique ID to each stakeholder in the process (with
computer access).

Requirement 9: Restrict any physical access to the data.

Requirement 10: Monitor all access to data and network resources holding,
transmitting, or protecting it.

Requirement 11: Test security procedures and systems regularly.

Requirement 12: Create and maintain an information security policy.

Control Objects for Information and Related Technology (COBIT) was created by
the Information Systems Audit and Control Association (ISACA) and the I'T Governance
Institute (ITGI). It categorizes control objectives into the following domains:

Planning and organization
Acquisition and implementation
Delivery and support

Monitoring and evaluation

Each domain contains specific control objectives. This standard helps security architects
figure out and plan minimum security requirements for their organizations.

Questions

1.

Which of the following would be the best example of a deterrent control?
A. A log aggregation system

B. Hidden cameras onsite

C. A guard posted outside the door

D. Backup recovery systems

. Enacted in 2002, this U.S. law requires every Federal agency to implement

information security programs, including significant reporting on compliance
and accreditation. Which of the following is the best choice for this definition?

A. FISMA
B. HIPAA
C. NIST 800-53
D. OSSTM
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3. Brad has done some research and determined a certain set of systems on his
network fail once every ten years. The purchase price for each of these systems is
$1200. Additionally, Brad discovers the administrators on staff, who earn $50 an
hour, estimate five hours to replace a machine. Five employees, earning $25 an
hour, depend on each system and will be completely unproductive while it is down.
If you were to ask Brad for an ALE on these devices, what should he answer with?

A. $2075
B. $207.50
C. $120
D. $1200

4. An ethical hacker is hired to test the security of a business network. The CEH is
given no prior knowledge of the network and has a specific framework in which
to work, defining boundaries, nondisclosure agreements, and the completion
date. Which of the following is a true statement?

A. A white hat is attempting a black-box test.
B. A white hat is attempting a white-box test.
C. A black hat is attempting a black-box test.
D. A black hat is attempting a gray-box test.

5. When an attack by a hacker is politically motivated, the hacker is said to be
participating in which of the following?

A. Black-hat hacking
B. Gray-box attacks
C. Gray-hat attacks
D. Hactivism

6. Two hackers attempt to crack a company’s network resource security. One is
considered an ethical hacker, whereas the other is not. What distinguishes the
ethical hacker from the “cracker”?

A. The cracker always attempts white-box testing.

B. The ethical hacker always attempts black-box testing.

C. The cracker posts results to the Internet.

D. The ethical hacker always obtains written permission before testing.

7. In which stage of an ethical hack would the attacker actively apply tools and
techniques to gather more in-depth information on the targets?

A. Active reconnaissance
B. Scanning and enumeration
C. Gaining access

D. Passive reconnaissance
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Which type of attack is generally conducted as an inside attacker with elevated
privileges on the resources?

A. Gray box
B. White box
C. Black box

D. Active reconnaissance

. Which of the following Common Criteria processes refers to the system or

product being tested?
A. ST

B. PP

C. EAL

D. TOE

Your company has a document that spells out exactly what employees are allowed
to do on their computer systems. It also defines what is prohibited and what
consequences await those who break the rules. A copy of this document is signed
by all employees prior to their network access. Which of the following best
describes this policy?

A. Information Security Policy
B. Special Access Policy

C. Information Audit Policy
D. Network Connection Policy

Sally is a member of a pen test team newly hired to test a bank’s security. She
begins searching for IP addresses the bank may own by searching public records
on the Internet. She also looks up news articles and job postings to discover
information that may be valuable. What phase of the pen test is Sally working?

A. Preparation
B. Assessment
C. Conclusion

D. Reconnaissance

12. Joe is a security engineer for a firm. His company downsizes, and Joe discovers he

will be laid off within a short amount of time. Joe plants viruses and sets about
destroying data and settings throughout the network, with no regard to being
caught. Which type of hacker is Joe considered to be?

A. Hactivist

B. Suicide hacker
C. Black hat

D. Script kiddie
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13. Elements of security include confidentiality, integrity, and availability. Which

technique provides for integrity?
A. Encryption

B. UPS

C. Hashing

D. Passwords

14. Which of the following best describes an effort to identify systems that are critical

for continuation of operation for the organization?
A. BCP

B. BIA

C. MTD

D. DRP

Answers

1. C. If you're doing something as a deterrent, you're trying to prevent an attack in

the first place. In this physical security deterrent control, a guard visible outside
the door could help prevent physical attacks.

2. A. FISMA has been around since 2002 and was updated in 2014. It gave certain

information security responsibilities to NIST, OMB, and other government
agencies, and declared the Department of Homeland Security (DHS) as the
operational lead for budgets and guidelines on security matters.

. B. ALE = ARO x SLE. To determine ARO, divide the number of occurrences by

the number of years (1 occurrence / 10 years = 0.1). To determine SLE, add the
purchase cost (1200) plus the amount of time to replace (5 x 50 = 250) plus the
amount of lost work (5 hours x 5 employees x 25 = 625). In this case, it all adds
up to $2075. ALE = 0.1 x 2075, or $207.50

4. A. In this example, an ethical hacker was hired under a specific agreement,

making him a white hat. The test he was hired to perform is a no-knowledge
attack, making it a black-box test.

. D. Hackers who use their skills and talents to forward a cause or a political

agenda are practicing hactivism.

. D. The ethical hacker always obtains written permission before testing and

never performs a test without it!

. B. The second of the five phases of an ethical hack attempt, scanning and

enumeration, is the step where ethical hackers take the information they gathered
in recon and actively apply tools and techniques to gather more in-depth
information on the targets.
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. A white-box attack is intended to simulate an internal attacker with elevate
B. A white-box attack tended t lat ternal attack th elevated
privileges, such as a network administrator.

D. The target of evaluation (TOE) is the system or product being tested.

10. A. The Information Security Policy defines what is allowed and not allowed, and

11.

12.

13.

14.

what the consequences are for misbehavior in regard to resources on the corporate
network. Generally this is signed by employees prior to their account creation.

B. The assessment phase, which EC-Council also likes to interchangeably denote
as the “conduct” phase sometimes, is where all the activity takes place—including
the passive information gathering performed by Sally in this example.

B. A suicide hacker doesn’t care about being caught. Jail time and punishment
mean nothing to these guys. While sometimes they are tied to a political or
religious group or function, sometimes they’re just angry folks looking to make
an entity pay for some perceived wrongdoing.

C. A hash is a unique numerical string, created by a hashing algorithm on a
given piece of data, used to verify data integrity. Generally, hashes are used to
verify the integrity of files after download (comparison to the hash value on the
site before download) and/or to store password values. Hashes are created by a
one-way algorithm.

B. The Business Impact Analysis best matches this description. Although
maximum tolerable downtime is part of the process, and a continuity plan
certainly addresses it, a BIA is the actual process to identify those critical systems.
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Reconnaissance:

Information Gathering
for the Ethical Hacker

In this chapter you will
 Define active and passive footprinting
« |dentify methods and procedures in information gathering

» Understand the use of social networking, search engines, and Google hacking in
information gathering

» Understand the use of whois, ARIN, and nslookup in information gathering
o Describe the DNS record types

I was watching a nature show on TV a couple nights back and saw a lion pride hunt from
start to finish. The actual end was totally awesome, if a bit gruesome, with a lot of neck
biting and suffocation, followed by bloody chewing. But the buildup to that attack was
different altogether. In a way, it was visually...boring. But if you watched closely, you
could see the 7eal work of the attack was done before any energy was used at all.

For the first three quarters of the program, the cameras focused on lions just sitting
there, seemingly oblivious to the world around them. The herds of antelope, or whatever
the heck they were, saw the lions, but also went about their merry business of pulling
up and chewing on grass. Every so often the lions would look up at the herd, almost like
they were counting sheep (or antelope) in an effort to nap; then theyd go back to lick-
ing themselves and shooing away flies. A couple times they'd get up and stroll aimlessly
about, and the herd would react one way or another. Late in the show, one camera angle
across the field got a great shot of a lion turning from its apathetic appearance to focusing
both eyes toward the herd—and you could see what was coming. When the pride finally
went on the attack, it was quick, coordinated, and deadly.

What were these animals doing? In effect (and, yes, I know it’s a stretch here, but
just go with it) they were footprinting. They spent the time figuring out how the herd
was moving, where the old and young were, and the best way to split them off for easy
pickings. If we want to be successful in the virtual world we find ourselves in, then we'd
better learn how to gather information about targets before we even try to attack them.

43
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This chapter is all about the tools and techniques to do that. And for those of you who
relish the thought of spy-versus-spy and espionage, you can still learn a whole lot through
good-old legwork and observation, although most of this is done through virtual means.

L] L]

Footprinting

Gathering information about your intended target is more than just a beginning step
in the overall attack; it’s an essential skill you'll need to perfect as an ethical hacker.
I believe what most people wonder about concerning this particular area of our career
field comes down to two questions: what kind of information am I looking for, and how
do I go about getting it? Both are excellent questions (if I do say so myself), and both will
be answered in this section. As always, we'll cover a few basics in the way of the defini-
tions, terms, and knowledge you'll need before we get into the hard stuff.

You were already introduced to the term reconnaissance in Chapter 1, so I won’t bore
you with the definition again here. I do think it’s important, though, that you under-
stand there may be a difference in definition between reconnaissance and foosprinting,
depending on which security professional you're talking to. For many, recon is more of
an overall, overarching term for gathering information on targets, whereas footprinting
is more of an effort to map out, at a high level, what the landscape looks like. They are
interchangeable terms in CEH parlance, but if you just remember that footprinting is
part of reconnaissance, you'll be fine.

During the footprinting stage, youre looking for any information that might give
you some insight into the target—no matter how big or small. And it doesn’t necessarily
need to be technical in nature. Sure, things such as the high-level network architecture
(what routers are they using, and what servers have they purchased?), the applications
and websites (are they public-facing?), and the physical security measures (what type
of entry control systems present the first barrier, and what routines do the employees
seem to be doing daily?) in place are great to know, but you'll probably be answering
other questions first during this phase. Questions concerning the critical business func-
tions, the key intellectual property, the most sensitive information this company holds
may very well be the most important hills to climb in order to recon your organization
appropriately and diligently.

Of course, anything providing information on the employees themselves is always
great to have because the employees represent a gigantic target for you later in the test.
Although some of this data may be a little tricky to obtain, most of it is relatively easy to
get and is right there in front of you, if you just open your virtual eyes.

As far as footprinting terminology and getting your feet wet here with EC-Council’s
view of it all, most of it is fairly easy to remember. For example, while most footprinting
can be passive in nature, takes advantage of freely available information, and is designed
to be blind to your target, sometimes an overly security-conscious target organization may
catch on to your efforts. If you prefer to stay in the virtual shadows (and because youre
reading this book I can safely assume that you do), your footprinting efforts may be designed
in such a way as to obscure their source. If you're really sneaky, you may even take the next
step and create ways to have your efforts trace back to anyone and anywhere but you.
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NOTE Giving the appearance that someone else has done something illegal is,
in itself, a crime. Even if it's not criminal activity you're blaming on someone
else, the threat of prison and/or a civil liability lawsuit should be reason
enough to think twice about this.

Anonymous footprinting, where you try to obscure the source of all this information
gathering, may be a great way to work in the shadows, but pseudonymous footprinting is
just downright naughty, making someone else take the blame for your actions. How dare

!
you!

EXAMTIP ECC describes four main focuses and benefits of footprinting for
the ethical hacker:

1. Know the security posture (footprinting helps make this clear).

2. Reduce the focus area (network range, number of targets, and so on).
3. Identify vulnerabilities (self-explanatory).

4. Draw a network map.

Footprinting, like everything else in hacking, usually follows a fairly organized
path to completion. You start with information you can gather from the “50,000-foot
view”—using the target’s website and web resources to collect other information on the
target—and then move to a more detailed view. The targets for gathering this type of
information are numerous and can be easy or relatively difficult to crack open. You may
use search engines and public-facing websites for general, easy-to-obtain information
while simultaneously digging through DNS for detailed network-level knowledge. All
of it is part of footprinting, and it’s all valuable; just like a detective in a crime novel, no
piece of evidence should be overlooked, no matter how small or seemingly insignificant.

That said, it’s also important for you to remember what’s really important and what
the end goal is. Milan Kundera famously wrote in The Unbearable Lightness of Being,
“Seeing is limited by two borders: strong light, which blinds, and total darkness,” and it
really applies here. In the real world, the only thing more frustrating to a pen tester than
no data is too much data. When youre on a pen test team and you have goals defined
in advance, you'll know what information you want, and you'll engage your activities to
go get it. In other words, you won't (or shouldn’) be gathering data just for the sake of
collecting it; you should be focusing your efforts on the good stuff.

There are two main methods for gaining the information youre looking for. Because
you'll definitely be asked about them repeatedly on the exam, I'm going to define active
footprinting versus passive footprinting here and then spend further time breaking them
down throughout the rest of this chapter. An active footprinting effort is one that requires
the attacker to touch the device, network, or resource, whereas passive footprinting refers
to measures to collect information from publicly accessible sources. For example, passive
footprinting might be perusing websites or looking up public records, whereas running
a scan against an IP you find in the network would be active footprinting. When it
comes to the footprinting stage of hacking, the vast majority of your activity will be pas-
sive in nature. As far as the exam is concerned, you're considered passively footprinting



CEH Certified Ethical Hacker All-in-One Exam Guide

46

when you're online, checking on websites, and looking up DNS records, and you're
actively footprinting when youre gathering social engineering information by talking
to employees.

Lastly, I need to add a final note here on footprinting and your exam, because it needs
to be said. Footprinting is of vital importance to your job, but for whatever reason ECC
just doesn’t focus a lot of attention on it in the exam. It’s actually somewhat disconcert-
ing that this is such a big part of the job yet just doesn’t get much of its due on the exam.
Sure, you'll see stuff about footprinting on the exam, and you'll definitely need to know
it (we are, after all, writing an all-inclusive book here), but it just doesn’t seem to be a big
part of the exam. I'm not really sure why. The good news is, most of this stuff is easy to
remember anyway, so let’s get on with it.

Passive Footprinting

Before starting this section, I got to wondering about why passive footprinting seems
so confusing to most folks. During practice exams and whatnot in a class I recently sat
through, there were a few questions missed by most folks concerning passive footprinting.
It may have to do with the term passive (a quick “define passive” web search shows the
term denotes inactivity, nonparticipation, and a downright refusal to react in the face
of aggression). Or it may have to do with some folks just overthinking the question.
I think it probably has more to do with people dragging common sense and real-world
experience into the exam room with them, which is really difficult to let go of. In any
case, let’s try to set the record straight by defining exactly what passive footprinting is
and, ideally, what it is not.

NOTE Every once in a while (okay, maybe more like all the time) EC-Council
puts something in the CEH study materials that seems contrary to real life.
Many of us who have performed this sort of work know dang good and

well what can and cannot get you caught, and we bristle when someone
tells us that, for instance, dumpster diving is a passive activity. Therefore, do
yourself a favor and just stick with the terms and definitions for your exam.
Afterward, you can join the rest of us in mocking it. For now, memorize, trust,
and go forth.

Passive footprinting as defined by EC-Council has nothing to do with a lack of effort
and even less to do with the manner in which you go about it (using a computer net-
work or not). In fact, in many ways it takes a lot more effort to be an effective passive
footprinter than an active one. Passive footprinting is all about the publicly accessible
information you're gathering and not so much about how you're going about getting
it. Methods include, but are not limited to, gathering of competitive intelligence, using
search engines, perusing social media sites, participating in the ever-popular dumpster
dive, gaining network ranges, and raiding DNS for information. As you can see, some
of these methods can definitely ring bells for anyone paying attention and don’t seem
very passive to common-sense-minded people anywhere, much less in our profession.
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But you're going to have to get over that feeling rising up in you about passive versus
active footprinting and just accept this for what it is—or be prepared to miss a few ques-
tions on the exam.

Passive information gathering definitely contains the pursuit and acquisition of com-
petitive intelligence, and because it’s a direct objective within CEH and you’ll definitely
see it on the exam, we're going to spend a little time defining it here. Competitive intel-
ligence refers to the information gathered by a business entity about its competitors’
customers, products, and marketing. Most of this information is readily available and can
be acquired through different means. Not only is it legal for companies to pull and ana-
lyze this information, it’s expected behavior. You're simply not doing your job in the busi-
ness world if you're not keeping up with what the competition is doing. Simultaneously,
that same information is valuable to you as an ethical hacker, and there are more than a
few methods to gain competitive intelligence.

The company’s own website is a great place to start. Think about it: what do people
want on their company’s website? They want to provide as much information as possible
to show potential customers what they have and what they can offer. Sometimes, though,
this information becomes information overload. Just some of the open source informa-
tion you can gather from almost any company on its site includes company history,
directory listings, current and future plans, and technical information. Directory listings
become useful in social engineering, and youd probably be surprised how much techni-
cal information businesses will keep on their sites. Designed to put customers at ease,
sometimes sites inadvertently give hackers a leg up by providing details on the technical
capabilities and makeup of their network.

Several websites make great sources for competitive intelligence. Information on com-
pany origins and how it developed over the years can be found in places like the EDGAR
Database (www.sec.gov/edgar.shtml), Hoovers (www.hoovers.com), LexisNexis (www
Jexisnexis.com) and Business Wire (www.businesswire.com). If you're interested in com-
pany plans and financials, the following list provides some great resources:

e SEC Info (www.secinfo.com)
o Experian (www.experian.com)
o Market Watch (www.marketwatch.com)

Wall Street Monitor (www.twst.com)

Euromonitor (www.euromonitor.com)

NOTE Other goodies that may be of interest in competitive intelligence
include the company’s online reputation (as well as the company’s efforts
to control it) and the actual traffic statistics of the company’s web traffic
(www.alexa.com is a great resource for this). Also, check out finance.google
.com, which will show you company news releases on a timeline of its stock
performance—in effect, showing you when key milestones occurred.
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Active Footprinting

When it comes to active footprinting, per EC-Council, we're really talking about social
engineering, human interaction, and anything that requires the hacker to interact with
the organization. In short, whereas passive measures take advantage of publicly available
information that won't (usually) ring any alarm bells, active footprinting involves expos-
ing your information gathering to discovery. For example, you can scrub through DNS
usually without anyone noticing a thing, but if you were to walk up to an employee
and start asking them questions about the organization’s infrastructure, somebody is
going to notice. I have an entire chapter dedicated to social engineering coming up
(see Chapter 11), but will hit a few highlights here.

Social engineering has all sorts of definitions, but it basically comes down to con-
vincing people to reveal sensitive information, sometimes without even realizing they’re
doing it. There are millions of methods for doing this, and it can sometimes get really
confusing. From the standpoint of active footprinting, the social engineering meth-
ods you should be concerned about involve human interaction. If you're calling an
employee or meeting an employee face to face for a conversation, you're practicing
active footprinting.

This may seem easy to understand, but it can get confusing in a hurry. For example,
I just finished telling you social media is a great way to uncover information passively,
but surely you're aware you can use some of these social sites in an active manner. What
if you openly use Facebook connections to query for information? Or what if you tweet
a question to someone? Both of those examples could be considered active in nature, so
be forewarned.

EXAMTIP This is a huge point of confusion on the exam, so let’s clear it

up here: in general, social engineering is an active footprinting method
(unless, of course, you're talking about dumpster diving, which is defined as
passive). What EC-Council is really trying to say is, social engineering efforts
that involve interviewing (phone calls, face-to-face interactions, and social
media) are active, whereas those not involving interviewing aren't. In short,
just memorize “dumpster diving = passive,’and you'll be okay.

Footprinting Methods and Tools

In version 9 of the exam, ECC is putting a lot of focus on the tools themselves and not
so much on the definitions and terms associated with them. This is really good news
from one standpoint—those definitions and terms can get ridiculous, and memorizing
the difference between one term and another doesn’t really don’t do much in the way of
demonstrating your ability as an actual ethical hacker. The bad news is, you have to know
countless tools and methods just in case you see a specific question on the exam. And,
yes, there are plenty of tools and techniques in footprinting for you to learn—both for
your exam and your future in pen testing.
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Search Engines

When I was a kid and someone asked me how to do something I'd never done, to define
something I'd never heard of, or to comment on some historical happening I spaced out
on during school, I had no recourse. Back then you simply had to say, “I don’t know.”
If it were really important you went to the library and tried to find it in a book (GASP!
The HORROR!). Today when I'm asked something, I do what everyone else does—
I Google it. Just yesterday somebody asked me about the diet of sandhill cranes (they’re
gigantic, beautiful birds, are always wandering through my backyard, and if I had to
guess my first thought on their diet of choice would be small children and household
pets). Twenty years ago I wouldn’t have a clue what a sandhill crane was, much less what
they ate. Today, given 5 minutes and a browser, I sound like an ornithologist, with a
minor in sandhill crane foodstuffs.

Pen testing and hacking are no different. Want to learn how to use a tool? Go to You-
Tube and somebody has a video on it. Want to define the difference between BIA and
MTD? Go to your favorite search engine and type it in. Need a good study guide for
CEH? Type it in and—voila—here you are....

Search engines can provide a treasure trove of information for footprinting and, if
used properly, wont alert anyone you're looking at them. Mapping and location-specific
information, including drive-by pictures of the company exterior and overhead shots, are
so commonplace now people don't think of them as footprinting opportunities. How-
ever, Google Earth, Google Maps, and Bing Maps can provide location information and,
depending on when the pictures were taken, can show all sorts of potentially interesting
intelligence. Even personal information—Ilike residential addresses and phone numbers
of employees—are oftentimes easy enough to find using sites such as Linkedin.com and
Pipl.com.

A really cool tool along these same lines is Netcraft (www.netcraft.com). Fire it up
and take a look at all the goodies you can find. Restricted URLs, not intended for public
disclosure, might just show up and provide some juicy tidbits. If they’re really sloppy (or
sometimes even if they’re not), Netcraft output can show you the operating system (OS)
on the box too.

NOTE Netcraft has a pretty cool toolbar add-on for Firefox and Chrome
(http://toolbar.netcraft.com/).

Another absolute goldmine of information on a potential target is job boards. Go
to CareerBuilder.com, Monster.com, Dice.com, or any of the multitude of others, and
you can find almost everything you'd want to know about the company’s technical
infrastructure. For example, a job listing that states “Candidate must be well versed in
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Footprinting Gone Wild

Suppose, for a moment, you're actually on a pen test team and you've all done things
the right way. You hammered out an agreement beforehand, set your scope, agreed
on what should be exploited (or not), and got all your legal stuff taken care of and
signed off by the right people. You follow your team lead’s direction and accomplish
the tasks set before you—this time just some basic (dare I say passive) reconnaissance.
After a few steps and pokes here and there, you run a webcrawler (like Black
Widow, GSA Email Spider, NCollector Studio, or even GNU WGet), hoping
to get some contact information and employee data. At the end of the day the
team gets together to review findings and potential problems. Your team lead
enters the room angry and frustrated. It seems that some web application data
was deleted in response to an information grab. The team turns and looks at you:
“What did I do?!”

Most pen test agreements have some kind of clause built in to protect the team
from just such an occurrence. Can a web spider actually cause the deletion of in-
formation from very, very poorly programmed web applications? Of course they
can, and you—the hapless team member—would have 70 idea about said terrible
application until you ran a test (in this case, a crawl) against it.

Could you be held accountable? Should you be held accountable? The answer
is, maybe. If you dont ensure your pen test agreement is in order and if there’s
nothing like

Due to the execution of toolsets, exploits and techniques, the possibility exists for
the unintentional deletion or modification of sensitive data in the test environ-
ment, which may include production-level systems....

in your agreement, followed by a statement absolving your team from unintentional
problems, then, yes—congratulations—you’re accountable.

Want another one you should think about? Try worrying about what actions
your target takes when they see you. If a network admin shuts everything down
because he thinks they’re under attack and that causes fi// in the blank, are you at
faule? You may be if you dont have a clause that reads something like the following:

The actions taken by the target in response to any detection of our activities are
also beyond our control. ...

What happens if a client decides they don’t want to accept that clause in the
agreement? Well, since there’s absolutely no way to guarantee even the calmest of
pen test tools and techniques won't alter or even destroy data or systems, my advice
would be to run. Just because toolsets and techniques are designated passive in
nature, and just because they aren’t designed to exploit or cause harm, don’t believe
you can just fire away and not worry about it. And just as facts don't care about feel-
ings, tools don't give a rip about your intent. Get your agreement in order first, then
let your tools out on Spring Break.
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Windows 2008 R2, Microsoft SQL, and Veritas Backup services” isn’t representative of
a network infrastructure made up of Linux servers. The technical job listings flat-out tell
you what’s on the company’s network—and oftentimes what versions. Combine that
with your astute knowledge of vulnerabilities and attack vectors, and you're well on your
way to a successful pen test!

NOTE The Computer Fraud and Abuse Act (1986) makes conspiracy to
commit hacking a crime. Therefore, it's important the ethical hacker get an
ironclad agreement in place before even attempting basic footprinting.

While we're on the subject of using websites to uncover information, dont neglect the
innumerable options available to you—all of which are free and perfectly legal. Social
networking sites can provide all sorts of information. Sites such as Linkedin (www.linkedin
.com)—where professionals build relationships with peers—can be a great place to pro-
file for attacks later. Facebook and Twitter are also great sources of information, especially
when the company has had layoffs or other personnel problems recently—disgruntled
former employees are always good for some relevant company dirt. And, just for some
real fun, check out http://en.wikipedia.org/wiki/Robin_Sage to see just how powerful
social networking can be for determined hackers.

EXAMTIP You can also use alerting to help monitor your target. Google,
Yahoo!, and Twitter all offer services that provide up-to-date information
that can be texted or e-mailed to you when there is a change.

Google Hacking

A useful tactic in footprinting a target was popularized mainly in late 2004 by a guy
named Johnny Long, who was part of an IT security team at his job. While perform-
ing pen tests and ethical hacking, he started paying attention to how the search strings
worked in Google. The search engine has always had additional operators designed to
allow you to fine-tune your search string. What Mr. Long did was simply apply that logic
for a more nefarious purpose.

Suppose, for example, instead of just looking for a web page on boat repair or search-
ing for an image of a cartoon cat, you decided to tell the search engine, “Hey, do you
think you can look for any systems that are using Remote Desktop Web Connection?”
Or how about, “Can you please show me any MySQL history pages so I can try to lift a
password or two?” Amazingly enough, search engines can do just that for you, and more.
The term this practice has become known by is Google hacking.

Google hacking involves manipulating a search string with additional specific operators
to search for vulnerabilities. Table 2-1 describes advanced operators for Google hack
search strings.

Innumerable websites are available to help you with Google hack strings. For example,
from the Google Hacking Database (a site operated by Mr. Johnny Long and Hackers
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Operator  Syntax Description

filetype filetype:type Searches only for files of a specific type (DOC, XLS,
and so on). For example, the following will return all
Microsoft Word documents:

filetype:doc

index of index of /string Displays pages with directory browsing enabled,
usually used with another operator. For example, the
following will display pages that show directory listings
containing passwd:

"intitle:index of" passwd

info info:string Displays information Google stores about the page
itself:

info:www.anycomp.com

intitle intitle:string Searches for pages that contain the string in the title.
For example, the following will return pages with the
word login in the title:

intitle: login
For multiple string searches, you can use the allintitle
operator. Here's an example:

allintitle:login password

inurl inurl:string Displays pages with the string in the URL. For example,
the following will display all pages with the word
passwd in the URL:

inurl:passwd

For multiple string searches, use allinurl. Here’s an
example:

allinurl:etc passwd

link link:string Displays linked pages based on a search term.

related related:webpagename  Shows web pages similar to webpagename.

Site site:domain or web Displays pages for a specific website or domain
page string holding the search term. For example, the following

will display all pages with the text passwds in the site
anywhere.com:

site:anywhere.com passwds

Table 2-1 Google Search String Operators

for Charity, www.hackersforcharity.org/ghdb/), try this string from wherever you are
right now:

allinurl:tsweb/default.htm

Basically were telling Google to go look for web pages that have TSWEB in the URL
(indicating a remote access connection page), and you want to see only those that are
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running the default HTML page (default installs are common in a host of different areas
and usually make things a lot easier for an attacker). I think you may be surprised by the
results—I even saw one page where an admin had edited the text to include the logon
information.

NOTE Google hacking is such a broad topic it's impossible to cover all of it
in one section of a single book. This link, among others, provides a great list
to work through: http://it.toolbox.com/blogs/managing-infosec/google-
hacking-master-list-28302. Take advantage of any of the websites available
and learn more as you go along. What you'll need exam-wise is to know the
operators and how to use them.

As you can see, Google hacking can be used for a wide range of purposes. For example,
you can find free music downloads (pirating music is a no-no, by the way, so don’t do it)
using the following:

"intitle:index of" nameofsong.mp3

You can also discover open vulnerabilities on a network. For example, the following
provides any page holding the results of a vulnerability scan using Nessus (interesting to
read, wouldn’t you say?):

"intitle:Nessus Scan Report" "This file was generated by Nessus"

Combine these with the advanced operators, and you can really dig down into some
interesting stuff. Again, none of these search strings or “hacks” is illegal—you can search
for anything you want (assuming, of course, you're not searching for illegal content, but
don’t take your legal advice from a certification study book). However, actually exploiting
them without prior consent will definitely land you in hot water.

And if Google hacking weren't easy enough, there are a variety of tools to make it even
more powerful. Tools such as SiteDigger (www.mcafee.com) use Google hack searches
and other methods to dig up all sorts of information and vulnerabilities. MetaGoofil
(www.edge-security.com) uses Google hacks and cache to find unbelievable amounts of
information hidden in the meta tags of publicly available documents. Find the browser
and search engine of your choice and look for “Google hack tools.” You'll find more than
a few available for play.

Another note on Google hacking: it’s not as easy to pull off as it once was. Google,
for reasons I will avoid discussing here because it angers me to no end, has decided it
needs to police search results to prevent folks from using the search engine as it was
intended to be used. As you can see from Figure 2-1, and probably from your own
Google hacking attempts in learning this opportunity, Google will, from time to time,
throw up a CAPTCHA if it believes you're a “bot” or trying to use the search engine for
nefarious purposes. There are ways around the annoyance that are well documented and
accessible via Google searches, but it still doesn’t take away the annoyance factor. With
that in mind, while Google hacking is, well, part of Google, don’t discount using other
search engines in looking for your holy grail.
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Geek Humor

I admit it, a lot of us in the technical realm of life don’t always seem to have the
greatest of social skills. In fact, finding a tech guy who can actually communicate
with other human beings in a professional or personal setting is like finding a four-
leaf clover. But no one can ever say geeks don’t have a decent sense of humor. Some-
times it’s humor stuck in our little world of syntax and lingo that only other geeks
can appreciate. But sometimes it’s right out for the world to see, and the Easter eggs
of Google are no exception.

If you're unfamiliar with the term, an Easter egg is something developers will put
in an application or website just for giggles. It’s usually accessible by some weird
combination of steps and clicks, but sometimes it’s just part of the way things work.
For example, a long, long time ago Excel had an Easter egg that showed computer-
ized images of the busts of the developers.

Google has a ton of Easter eggs filled with all sorts of fun. For example, open
Google and start typing Do a barrel roll and press ENTER: The entire screen will
(sometimes before you even start typing) perform a barrel roll. Another? Perform
an image search and type atari breakout. The images will display and then shrink
and begin a pong game you can control with the mouse. Enter binary, and the
number of results displays in binary instead of decimal. And typing tilt actually tilts
the screen.

I could go on and on and write an entire section called “Fun with Google,” but
you get the point. Search, explore, and have some fun. There’s plenty of time to
study, and who says you can’t have fun while doing it? Besides, you may really want
to know how many degrees of separation Zach Galifianakis has from Kevin Bacon.
Doing a search for Bacon number Zach Galifianakis will let you know that the

answer is 2.

NOTE More geek humor? Glad you asked. If you've ever been asked a
ridiculous question by someone and wanted to tell them to just use a
search engine like everybody else, try Let Me Google That For You. Suppose
someone asks you “Who was the thirteenth president?” or “What's the atomic
weight of hydrogen?”Instead of looking up the answer, go to http://www
Imgtfy.com and type in the question. Send the person the link and, upon
opening, he or she will see a page typing the question in a Google search
window and clicking Google Search. Sarcastic? Of course. Funny? No doubt.
Worth it? Absolutely.
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Google &=

We're sorry...

... but your query looks similar to automated requests from a computer virus or spyware application. To protect our users, we
can't process your request right now.

We'll restore your access as quickly as possible, so try again soon. In the meantime, if you suspect that your computer or
network has been infected, you might want to run a virus checker or spyware remover to make sure that your systems are free of
viruses and other spurious software.

We apologize for the inconvenience, and hope we'll see you again on Google.

To continue searching, please type the characters you see below: Fubuda

tubva

Figure 2-1 Google CAPTCHA

Lastly, Google also offers another neat option called “Advanced Search.” If you point
your browser to www.google.com/advanced_search, many of these strings we try so des-
perately to remember are taken care of and laid out in a nice GUI format. The top por-
tion of the Advanced Search page prompts “Find pages with...” and provides all sorts of
options to choose from. Scroll down just a tad, and the next section reads “Then narrow
your results by...”, providing options such as language, last updated, and where specific
terms appear in or on the site. You can also click links at the bottom to find pages “similar
to, or link to, a URL,” among other helpful options. I considered adding a picture of it
here, but it’s more than a full page in the browser. The format is easy enough, and I don’t
think you’ll have a problem working your way around it.

Website and E-mail Footprinting

Website and e-mail footprinting may require a little more effort and technical knowl-
edge, but it’s worth it (not to mention EC-Council has devoted two entire slide show
sections to the material, so you know it’s gonna be good). Analyzing a website from afar
can show all sorts of potentially interesting information, such as software in use, OS, file-
names, paths, and contact details. Using tools such as Burp Suite, Firebug, and Website
Informer allows you to grab headers and cookies, and learn connection status, content
type, and web server information. Heck, pulling the HTML code itself can provide use-
ful intel. You might be surprised what you can find in those “hidden” fields, and some
of the comments thrown about in the code may prove handy. A review of cookies might
even show you software or scripting methods in use. E-mail headers provide more infor-
mation than you might think, and are easy enough to grab and examine. And tracking
e-mail? Hey, it’s not only useful for information, it’s just downright fun.

Although it doesn’t seem all that passive, web mirroring is a great method for footprint-
ing. Copying a website directly to your system (“mirroring” it) can definitely help speed
things along. Having a local copy to play with lets you dive deeper into the structure
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and ask things like “What'’s this directory for over here?” and “I wonder if this site is vul-
nerable to fill-in-chosen-vulnerability without alerting the target organization.” Tools for
accomplishing this are many and varied, and while the following list isn't representative
of every web mirroring tool out there, it’s a good start:

o HTTrack (www.httrack.com)
o Black Widow (http://softbytelabs.com)

WebRipper (www.calluna-software.com)

Teleport Pro (www.tenmax.com)

GNU Wget (www.gnu.org)
o Backstreet Browser (http://spadixbd.com)

Although it’s great to have a local, current copy of your target website to peruse,
let’s not forget that we can learn from history too. Information relevant to your efforts
may have been posted on a site at some point in the past but has since been updated or
removed. EC-Council absolutely loves this as an information-gathering source, and you
are certain to see www.archive.org and Google Cache queried somewhere on your exam.
The Wayback Machine, available at Archive.org (see Figure 2-2), keeps snapshots of sites
from days gone by, allowing you to go back in time to search for lost information; for
example, if the company erroneously had a phone list available for a long while but has
since taken it down, you may be able to retrieve it from a “way back” copy. These options
provide insight into information your target may have thought theyd safely gotten rid
of—but as the old adage says, “once posted, always available.”

INTERNET ARCHIVE

: http://mcgraw-hill.com
Waybachmaching

http:imearaw-hilL.com has been crawled 1,402 times going all the way back to October 19, 1996.
A crawl can be a duplicate of the last one. It happens about 25% of the time across 420,000,000 websites. FAQ
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Figure 2-2 Archive.org’s Wayback Machine
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EXAMTIP Website Watcher (http://aignes.com) can be used to check web
pages for changes, automatically notifying you when there’s an update.

And let’s not forget good old e-mail as a footprinting source here. E-mail communica-
tion can provide us IP address and physical location information. Links visited by the
recipient may also be available, as well as browser and OS information. Heck, you can
sometimes even see how long they spend reading the e-mail.

Have you ever actually looked at an e-mail header? You can really get some extraordi-
nary detail out of it, and sometimes sending a bogus e-mail to the company and watch-
ing what comes back can help you pinpoint a future attack vector (see Figure 2-3 for an
example). If you want to go a step further, you can try some of the many e-mail tracking
tools. E-mail tracking applications range from easy, built-in efforts on the part of your
e-mail application provider (such as a read receipt and the like within Microsoft Out-
look) to external apps and efforts (from places such as www.emailtrackerpro.com and
www.mailtracking.com). Simply appending “.mailtracking.com” to the end of an e-mail
address, for example, can provide a host of information about where the e-mail travels
and how it gets there. Examples of tools for e-mail tracking include GetNotify, Contact-
Monkey, Yesware, Read Notify, WhoReadMe, MSGTAG, Trace Email, and Zendio.

‘Received By’ lines show the

Delivered-To: anyone@gmail.com o
Received: by 10.49.133.163 with SMTP id pd3csp213394qeb: | IRbbba sroute_fr.om sender to
Wed, 28 Aug 2013 14:55:22 -0700 (PDT) recipient
X-Received: by 10.224.54.7 with SMTP id o7mr921740gag.49.

Wed, 28 Aug 2013 14:55:21 -0700 (PDT)
Return-Path: <someone@mheducation.com>
Received: from corpl48mr4-2.mcgraw-hill.com (corpl48mr4-2.mcgraw-hill.com.
[198.45.18.183])

by mx.google.com with ESMTPS id b3sil88893gad.123.1969.12.31.16.00.00

(version=TLSvl cipher=RC4-SHA bits=128/128):;

Wed, 28 Aug 2013 14:55:21 -0700 (PDT)
Received-SPF: pass (google.com: domain of someonefmheducation.com designates
198.45.18.183 as permitted sender) client-ip=198.45.18.183;
Authentication-Results: mx.google.com;

spf=pass (google.com: domain of someone@mheducation.com designates
198.45.18.183 as permitted sender) smtp.mail=someone@mheducation.com
X-IronPort-AV: E=3ophos;i="4.89,978,1367985600";

d="jpg'1452scan'145,208,217,145";a="203465147"
Received: from nj09exc007.mhf.mhc ([10.202.134.177])
by corpl4fSmr4-1.mcgraw-hill.com with ESMIP/TLS/AES128-SHA; 28 Aug 2013
17:55:14 -0400
Received: from NJOSEXMS21l.mhf.mhc ([169.254.1.192]) by NJ
([10.202.134.177]) with mapi; Wed, 28 Aug 2013 17:55:14

From: "Someone" <someone@mheducation.com>
To: Matt Walker <anyone@gmail.com> and other info can be found
CC: "A Guy" <someguy@mheducation.com> in the header
Date: Wed, 28 Aug 2013 17:55:13 -0400
Subject: CEH

Timestamps, IP addresses,

Figure 2-3 E-mail header
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DNS Footprinting
I hate getting lost. Now, I'm not saying I'm always the calmest driver and that I don’t
complain (loudly) about circumstances and other drivers on the road, but I can honestly
say nothing puts me on edge like not knowing where I'm going while driving, especially
when the directions given to me dont include the road names. 'm certain you know
what I'm talking about—directions that say, “Turn by the yellow sign next to the drug-
store and then go down half a mile and turn right onto the road beside the walrus-hide
factory. You can’t miss it.” Inevitably I do wind up missing it, and cursing ensues.
Thankfully, negotiating the Internet isn't reliant on crazed directions. The road signs
we have in place to get to our favorite haunts are all part of the Domain Naming System
(DNS), and they make navigation easy. DNS, as youre no doubt already aware, provides
a name-to-IP-address (and vice versa) mapping service, allowing us to type in a name for
a resource as opposed to its address. This also provides a wealth of footprinting informa-
tion for the ethical hacker—so long as you know how to use it.

NOTE Although DNS records are easy to obtain and generally designed to
be freely available, this passive footprinting can still get you in trouble. A
computer manager named David Ritz was successfully prosecuted in 2008
for querying a DNS server. It was truly a ridiculous ruling, but the point
remains that legality and right versus wrong seem always in the eye of the
beholder—so be careful.

DNS Basics
As we established in the introduction (you did read it, right?), there are certain things
you're just expected to know before undertaking this certification and career field, and
DNS is one of them. So, no, 'm not going to spend pages covering DNS. But we do
need to take at least a couple of minutes to go over some basics—mainly because you'll
see this stuff on the CEH exam. The simplest explanation of DNS I can think of follows.
DNS is made up of servers all over the world. Each server holds and manages the
records for its own little corner of the globe, known in the DNS world as a namespace.
Each of these records gives directions to or for a specific type of resource. Some records
provide IP addresses for individual systems within your network, whereas others provide
addresses for your e-mail servers. Some provide pointers to other DNS servers, which are

designed to help people find what they’re looking for.

NOTE Port numbers are always important in discussing anything network-
wise. When it comes to DNS, 53 is your number. Name lookups generally use
UDP, whereas zone transfers use TCP.

»

Big, huge servers might handle a namespace as big as the top-level domain “.com,
whereas another server further down the line holds all the records for “mheducation
.com.” The beauty of this system is that each server only has to worry about the name
records for its own portion of the namespace and to know how to contact the server
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un

‘ ll: Root
\

.gov .com .net .org
‘II: l'l: ‘I|‘ I|: Top Level - “Parent Domain”
microsoft.com  anyname.com google.com
II: ll: I“ Second Level -“Child Domain”
srvl.anyname.com www.anyname.com

Figure 2-4 DNS structure

I‘: Third Level — Hosts and Resources

“above” it in the chain for the top-level namespace the client is asking about. The entire
system looks like an inverted tree, and you can see how a request for a particular resource
can easily be routed correctly to the appropriate server. For example, in Figure 2-4, the
server for anyname.com in the third level holds and manages all the records for that
namespace, so anyone looking for a resource (such as their website) could ask that server
for an address.

The only downside to this system is that the record types held within your DNS
system can tell a hacker all she needs to know about your network layout. For example,
do you think it might be important for an attacker to know which server in the network
holds and manages all the DNS records? What about where the e-mail servers are? Heck,
for that matter, wouldn't it be beneficial to know where all the public-facing websites
actually reside? All this can be determined by examining the DNS record types, which
I've so kindly listed in Table 2-2.




CEH Certified Ethical Hacker All-in-One Exam Guide

60

DNS Record Type  Label
SRV Service

SOA Start of Authority

PTR Pointer

NS Name Server

MX Mail Exchange

CNAME Canonical Name

A Address

Description

This record defines the hostname and port number
of servers providing specific services, such as a
Directory Services server.

This record identifies the primary name server for
the zone. The SOA record contains the hostname of
the server responsible for all DNS records within the
namespace, as well as the basic properties of the
domain.

This maps an IP address to a hostname (providing
for reverse DNS lookups). You don't absolutely need
a PTR record for every entry in your DNS namespace,
but these are usually associated with e-mail server
records.

This record defines the name servers within your
namespace. These servers are the ones that respond
to your clients’ requests for name resolution.

This record identifies your e-mail servers within your
domain.

This record provides for domain name aliases within
your zone. For example, you may have an FTP service
and a web service running on the same IP address.
CNAME records could be used to list both within
DNS for you.

This record maps an IP address to a hostname and is
used most often for DNS lookups.

Table 2-2 DNS Record Types

~ EXAMTIP  Know the DNS records well and be able to pick them out of a

\
\ -

lineup. You will definitely see a DNS zone transfer on your exam and will be
asked to identify information about the target from it.

These records are maintained and managed by the authoritative server for your
namespace (the SOA), which shares them with your other DNS servers (name servers)
so your clients can perform lookups and name resolutions. The process of replicating all
these records is known as a zone transfer. Considering the importance of the records kept
here, it is obvious administrators need to be careful about which IP addresses are actually
allowed to perform a zone transfer—if you allowed just any IP to ask for a zone transfer,
you might as well post a network map on your website to save everyone the trouble.
Because of this, most administrators restrict the ability to even ask for a zone transfer to
a small list of name servers inside their network. Additionally, some admins don't even
configure DNS at all and simply use IP addresses for their critical hosts.
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NOTE When it comes to DNS, it's important to remember there are two real
servers in play within your system. Name resolvers simply answer requests.
Authoritative servers hold the records for a namespace, given from an
administrative source, and answer accordingly.

An additional note is relevant to the discussion here, even though we’re not in the
attacks portion of the book yet. Think for a moment about a DNS lookup for a resource
on your network: say, for instance, a person is trying to connect to your FTP server to
upload some important, sensitive data. The user types in ftp.anycomp.com and presses
ENTER. The DNS server closest to the user (defined in your TCP/IP properties) looks
through its cache to see whether it knows the address for ftp.anycomp.com. If it’s not
there, the server works its way through the DNS architecture to find the authoritative
server for anycomp.com, which must have the correct IP address. This response is
returned to the client, and FTP-ing begins happily enough.

Suppose, though, you are an attacker and you really want that sensitive data yourself.
One way to do it might be to change the cache on the local name server to point to a bogus
server instead of the real address for ftp.anycomp.com. Then the user, none the wiser,
would connect and upload the documents directly to your server. This process is known
as DNS poisoning, and one simple mitigation is to restrict the amount of time records
can stay in cache before they’re updated. There are loads of other ways to protect against
this, which we’re not going to get into here, but it does demonstrate the importance of
protecting these records—and how valuable they are to an attacker.

NOTE  DNS poisoning is of enough importance that an entire extension
to DNS was created, way back in 1999. The Domain Name System
Security Extensions (DNSSEC) is a suite of IETF specifications for securing
certain kinds of information provided by DNS. Dan Kaminsky made

DNS vulnerabilities widely known back around 2010, and many service
providers are rolling this extension out to ensure that DNS results are
cryptographically protected.

The SOA record provides loads of information, from the hostname of the primary
server in the DNS namespace (zone) to the amount of time name servers should retain
records in cache. The record contains the following information (all default values are
from Microsoft DNS server settings):

o Source host Hostname of the primary DNS server for the zone (there should
be an associated NS record for this as well).

o Contact e-mail E-mail address of the person responsible for the zone file.

o Serial number Revision number of the zone file. This number increments
each time the zone file changes and is used by a secondary server to know when
to update its copy (if the SN is higher than that of the secondary, it’s time
to update!).
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o Refresh time The amount of time a secondary DNS server will wait before
asking for updates. The default value is 3,600 seconds (1 hour).

e Retry time The amount of time a secondary server will wait to retry if the zone
transfer fails. The default value is 600 seconds.

o Expire time The maximum amount of time a secondary server will spend
trying to complete a zone transfer. The default value is 86,400 seconds (1 day).

e TTL The minimum “time to live” for all records in the zone. If not updated
by a zone transfer, the records will perish. The default value is 3,600 seconds

(1 hour).

Is That a Forest Behind Those Trees?

DNS is undoubtedly the magic running the machine. Without the ability to quickly
and efficiently translate a name to an IP address, the Internet might've bogged down
long, long ago. Sure, we might've used it for education and file transfers, but can
anyone imagine the Internet without www.insertnamebhere.com? And it’s precisely
because of that ease of use, that ability to just type a name and click “go,” without
really knowing exactly where youre headed, that sometimes causes heartache and
headache for security personnel. Just imagine the havoc inside an organization if a
bad guy somehow got hold of the DNS servers and started pointing people to places
they'd never knowingly go.

One solution that many of us, myself included, overlook is the humble hosts file.
We've all heard of, and probably pulled off, pranks involving the hosts file. I mean,
who hasn't updated the hosts file on their kids' computers to point www.facebook
.com to an educational site? And we're all aware of the importance of protecting
access to that file to prevent bad guys from using it. But have you ever considered
using it for good purposes?

Why not update your hosts file to “black hole” sites you know to be malicious?
Why not redirect access requests to sites your employees are not supposed to be
visiting at work to a friendly reminder site or a valid business site? See, your system
is going to check the hosts file before making any trips to resolve names in the first
place, so whatever you put there is law as far as a PC is concerned.

Pull up a search engine and look up “blocking unwanted connection with a hosts
file.” You'll find countless hosts file versions to go to, and after carefully screening
them yourself, of course, you may find implementing them in your business or
home saves you a malware incident or two in the future. Or you could just continue
having fun and send all Google.com requests to a dancing hamster video. In any
case, don't ignore this simple resource in an attempt to better your security. It’s easy,
and it works.
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I think, by now, it’s fairly evident why DNS footprinting is an important skill for you to
master. So, now that you know a little about the DNS structure and the records kept there
(be sure to review them well before your exam—you'll thank me later), it’s important for us
to take a look at some of the tools available for your use as an ethical hacker. The following
discussions won't cover every tool available—and you won't be able to proclaim yourself an
expert after reading it—but you do need to know the basics for your exam and we'll make
sure to hit what we need.

In the dawn of networking time, when dinosaurs roamed outside the buildings and
cars had a choice between regular and unleaded gas, setting up DNS required not only a
hierarchical design but someone to manage it. Put simply, someone had to be in charge
of registering who owned what name and which address ranges went with it. For that
matter, someone had to hand out the addresses in the first place.

IP address management started with a happy little group known as the Internet
Assigned Numbers Authority (IANA), which finally gave way to the Internet Corporation
for Assigned Names and Numbers (ICANN). ICANN manages IP address allocation
and a host of other goodies. So, as companies and individuals get their IP addresses
(ranges), they simultaneously need to ensure the rest of the world can find them in
DNS. This is done through one of any number of domain name registrants worldwide
(for example, www.networksolutions.com, www.godaddy.com, and www.register.com).
Along with those registrant businesses, five regional Internet registries (RIRs) provide
overall management of the public IP address space within a given geographic region.
These five registrant bodies are as follows:

o American Registry for Internet Numbers (ARIN)  Canada, many Caribbean
and North Atlantic islands, and the United States.

Asia-Pacific Network Information Center (APNIC) Asia and the Pacific.

o Réseaux IP Européens (RIPE) NCC Europe, Middle East, and parts of
Central Asia/Northern Africa. If you're wondering, the name is in French.

Latin America and Caribbean Network Information Center
(LACNIC) Latin America and the Caribbean.

o African Network Information Center (AfriNIC) Africa.

Obviously, because these registries manage and control all the public IP space, they
should represent a wealth of information for you in footprinting. Gathering information
from them is as easy as visiting their sites (ARIN’s is www.arin.net) and inputting a domain
name. You'll get all sorts of information, including the network’s range, organization
name, name server details, and origination dates. Figure 2-5 shows a regional coverage
map for all the registries.

You can also make use of a tool known as whois. Originally started in Unix, whois
has become ubiquitous in operating systems everywhere and has generated any number
of websites set up specifically for that purpose. It queries the registries and returns all
sorts of information, including domain ownership, addresses, locations, and phone
numbers.
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Figure 2-5 Regional registry coverage map

To try it for yourself, use your favorite search engine and look up whois. You'll get
millions of hits on everything from the use of the command line in Unix to websites
performing the task for you. For example, the second response on my search returned
www.whois.sc—a site I've used before. Open the site and type in mheducation
.com (the site for McGraw-Hill Education, my publisher). You'll find all sorts of neat
information at the top on the page—registrant org, registrar, status, IP address, where it’s
located, the server type hosting the site (Apache), date created, and how long they can
keep the name without re-upping (expires June 8 of 2016, better get on it guys), and even
how many image files on the site are missing alt tags (just one).

Scroll down, and the whois record itself is displayed. I've copied portions of it here
for your review. Notice the administrative, technical, and registrant contact information
displayed and how nicely McGraw-Hill ensured it was listed as a business name instead
of an individual—way to go, guys! Additionally, notice the three main DNS servers for
the namespace listed at the bottom, as well as that (ahem) notice on DNSSEC.

Domain Name: mheducation.com

Registry Domain ID: 28866363 DOMAIN COM-VRSN
Registrar WHOIS Server: whois.corporatedomains.com
Registrar URL: www.cscprotectsbrands.com

Updated Date: 2015-06-05T05:33:262Z

Registrar Abuse Contact Email: domainabuse@cscglobal.com
Registrar Abuse Contact Phone: +1.8887802723

Registrant Name: Domain Administrator
Registrant Organization: McGraw-Hill Global Education Holdings, LLC
Registrant Street: 2 Penn Plaza
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Registrant City: New York
Registrant State/Province: NY
Registrant Postal Code: 10121
Registrant Country: US
Registrant Phone: +1.6094265291
Registrant Phone Ext:

Registrant Fax: +1.6094265291
Registrant Fax Ext:

Registrant Email: hostmaster@mheducation.com
Registry Admin ID:

Admin Name: Domain Administrator

Admin Email: hostmaster@mheducation.com
Registry Tech ID:
Tech Name: Domain Administrator

Tech Email: hostmaster@mheducation.com
Name Server: pdns85.ultradns.biz

Name Server: pdns85.ultradns.com

Name Server: pdns85.ultradns.net

Name Server: pdns85.ultradns.org
DNSSEC: unsigned

NOTE As of December 2010, the Truth in Caller ID Act (www.fcc.gov/guides/
caller-id-and-spoofing) stated a person who knowingly transmits misleading
caller ID information can be hit with a $10,000 fine per incident.

If you do a search or two on some local business domains, I'd bet large sums of cash
you'll find individuals listed on many of them. And I'm sure a few of you are saying,
“So what? What’s the big deal in knowing the phone number to reach a particular
individual?” Well, when you combine that information with resources such as Spoofcard
(www.spoofcard.com), you have a ready-made attack set up. Imagine spoofing the
phone number you just found as belonging to the technical point of contact (POC) for
the website and calling nearly anyone inside the organization to ask for information.
Caller ID is a great thing, but it can also lead to easy attacks for a clever ethical hacker.
Lots of whois outputs will give you all the phone numbers, e-mail addresses, and other
information you'll need later in your attacks.

EXAMTIP You're going to need to be familiar with whois output, paying
particular attention to registrant and administrative names, contact
numbers for individuals, and the DNS server names.

Another useful tool in the DNS footprinting toolset is an old standby—a command-
line tool people have used since the dawn of networking: nslookup. This is a command
that’s part of virtually every operating system in the world, and it provides a means to
query DNS servers for information. The syntax for the tool is fairly simple:

nslookup [-options] {hostname | [-server]}
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The command can be run as a single instance, providing information based on the
options you choose, or you can run it in interactive mode, where the command runs as
a tool, awaiting input from you.

For example, on a Microsoft Windows machine, if you simply type nslookup at
the prompt, you'll see a display showing your default DNS server and its associated IP
address. From there, nslookup sits patiently, waiting for you to ask whatever you want
(as an aside, this is known as interactive mode). Typing a question mark shows all the
options and switches you have available. For example, the command

set query=MX

tells nslookup all youre looking for are records on e-mail servers. Entering a domain
name after that will return the IP addresses of all the mail servers DNS knows about for
that namespace.

The command nslookup can also provide for something known as a zone transfer.
As stated earlier, a zone transfer differs from a “normal” DNS request in that it pulls every
record from the DNS server instead of just the one, or one type, you're looking for. To use
nslookup to perform a zone transfer, first make sure you're connected to the SOA server
for the zone and then try the following steps:

1. Enter nslookup at the command line.
2. Type server <IPAddress>, using the IP address of the SOA. Press ENTER.
3. Type set type=any and press ENTER.

4. Type Is -d domainname.com, where domainname.com is the name of the zone,
and then press ENTER.

Either you'll receive an error code, because the administrator has done her job correctly,
or you'll receive a copy of the zone transfer, which looks something like this:

Listing domain [anycomp.com]
Server: dnl234.anycomp.com

Host or domain name Resource Record Info.
anycomp .com. SOA dnl234.anycomp.com
hostmaster.anycomp.com (2013090800 86400 900 1209600 3600)
anycomp .com. NS DN1234.anycomp.com
anycomp .com. NS DN5678 .anycomp.com
anycomp .com. A 172.16.55.12

anycomp .com. MX 30 mailsrv.anycomp.com
mailsrv A 172.16.101.5

wWWwW CNAME anycomp.com

fprtone A 172.16.101.15

fprttwo A 172.16.101.16

The areas in bold are of particular importance. In the SOA itself, 2013090800 is the
serial number, 86400 is the refresh interval, 900 is the retry time, 1209600 is the expiry
time, and 3600 defines the TTL for the zone. If you remember our discussion on DNS
poisoning earlier, it may be helpful to know the longest a bad DNS cache can survive
here is 1 hour (3,600 seconds). Also notice the MX record saying, “The server providing
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our e-mail is named mailsrv.anycomp.com,” followed by an A record providing its IP
address. That’s important information for an attacker to know, wouldn’t you say?

\ TIP  After finding the name servers for your target, type nslookup at the

\ command prompt to get into interactive mode and then change to your

= target’s name server (by typing server servername). Performing DNS
queries from a server inside the network might provide better information
than relying on your own server.

Another option for viewing this information is the dig command utility. Native to
Unix systems but available as a download for Windows systems (along with BIND 9),

dig is used to test a DNS query and report the results. The basic syntax for the command
looks like

dig @server name type

where server is the name or IP of the DNS name server, name is the name of the resource
youre looking for, and #ype is the type of record you want to pull.

You can add dozens of switches to the syntax to pull more explicit information. To see
all the switches available, use the following at the command line:

dig -h

EXAMTIP  You need to know nslookup syntax and output very well. Be sure
you know how to get into interactive mode with nslookup and how to look
for specific information once there. You'll definitely see it on your exam.

Network Footprinting

Discovering and defining the network range can be another important footprinting step
to consider. Knowing where the target’s IP addresses start and stop greatly limits the time
you'll need to spend figuring out specifics later—provided, of course, your target oper-
ates in their own IP range. If your objective happens to run services in a cloud (and rest
easy, dear reader, we have another entire chapter dedicated to cloud upcoming), this may
prove somewhat frustrating, but at least you'll know what you're up against. One of the
easiest ways to see what range the organization owns or operates in—at least on a high
level—is to make use of freely available registry information.

For example, suppose you knew the IP address of a WWW server (easy enough to
discover, as you just learned in the previous sections). If you simply enter that IP address
in www.arin.net, the network range will be shown. As you can see in Figure 2-6, entering
the IP address of www.mheducation.com (54.164.59.97) gives us the entire network
range. In this case, the response displays a range owned and operated by Amazon services,
indicating MH Education is making use of Amazon’s cloud services. ARIN also provides
a lot of other useful information as well, including the administrative and technical point
of contact (POC) for the IP range. In this case, as you can see in Figure 2-7, the contacts
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You searched for: 54.164.59.97

Met Range
CIDR

Name
Handle
Parent

Met Type
Origin AS
Organization
Registration Date
Last Updated
Comments
RESTHul Link
See Also

See Also

54.160.0.0 - 54.175.255.255
54.160.0.012
AMAZOM-2011L

NET-54-160-0-0-1

Direct Allocation

Amazon Technologies Inc. (AT-88-7)

2014-06-20

2014-06-20

hitps:/fwhois.arin.netirestinetET-54-160-0-0-1

Related organization’s POC records.

Figure 2-6 Network range from ARIN

Point of Contact

Name

Handle
Company
Street

City
State/Province
Postal Code
Country
Reqgistration Date
Last Updated
Comments
Phone

Email

RESTful Link

Amazon EC2 Metwork Operations
ANO24-ARIN

Amazon Websenvices EC2

PO BOX 81226

Seattle

WA

98108-1226

us

2005-09-19

2015-09-02

+1-206-266-4064 (Office)
amzn-noc-contacti@amazon.com

hitps:ffwhois.arin.netirestipoc/ANO24-ARIN

Figure 2-7 POC information from ARIN
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displayed point us, again, to Amazon web services POC's, letting us know MH Education
is relying on Amazon’s security measures and controls (in part) to protect their resources.

Another tool available for network mapping is traceroute (or tracert hostname on Win-
dows systems), which is a command-line tool that tracks a packet across the Internet and
provides the route path and transit times. It accomplishes this by using ICMP ECHO
packets (UDP datagrams in Linux versions) to report information on each “hop” (router)
from the source to the destination. The TTL on each packet increments by one after each
hop is hit and returns, ensuring the response comes back explicitly from that hop and
returns its name and IP address. Using this, an ethical hacker can build a picture of the
network. For example, consider a traceroute command output from my laptop here in
Melbourne, Florida, to a local surf shop just down the road (names and IPs were changed
to protect the innocent).

C:\>tracert xXxxxxx.com
Tracing route to xxXxxxx.com [XXX.XXX.xXXX.xxX] over a maximum of 30 hops:

1 1 ms 1 ms 1 ms 192.168.1.1

2 11 ms 13 ms 9 ms 10.194.192.1

3 9 ms 8 ms 9 ms ten2-3-orld28-earl.noc.bhn.net [72.31.195.24]
4 9 ms 10 ms 38 ms 97.69.193.12

5 14 ms 17 ms